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Disaster Plans, Templates, and Guidance
are available from a variety of sources.

*Find a template that is usable and useful
to your agency and start from there!



The 4 “Rs”

COSA The four stages of

Council of Seate Archivists emergency preparedneSS
for records can be
summed up as:

Risk
Readiness

Response
Recovery
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Risk to Records Best Practices Checklist
Determine agency’s critical functions.
Identify program staff who can help identify essential records for each function.
Designate essential records.
Prioritize essential records.
Determine timeframes for accessing essential records during and after emergency.
Identify and evaluate risks to essential records.

Identify and evaluate preparedness and mitigation strategies to protect and
ensure continued access to essential records in case of natural disasters or
human-caused threats.

From CoSAs Guidance Document



@ n Records Management Advice
g Issued: March 2021

Office of Te Secrotory of Siate
Wishingion Siake Aschives

Disaster Preparedness:
Disaster Preparation Checklist

Purpose: A checkiist of stops to help state agencies and local government entities prepare for
disaster.

Chedk records/server storage areas for potential Bsues (such as waler hazards)
and ensure records are off the ground. Move 10 a safer area if necessary.

D identdy “Essential” records.

Dcmp di for a records during/afier a disaster.

Createlupdaie disaster plan 1o Indude records protection sirategies and disaster
for every p

Ij Dezignate cocedinators and response teams, and assign responsibilties
{ i eic.)
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Dlden'tyam!m needed to salvage r

D Train personnel on disasier response procedures in dsaster plan.
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Dsmm:reguummmmmm readable and up to date.

Additional advice

garding the manag of public
Washington State Archivos:

.505.wa.govlarchives
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Mitigation Strategies:

Organization of Records
Paper duplicates

Climate Control

Microfilm

Digital Images

Retention and Destruction of
Records

Considerations:
o Offsite storage
o Cloud storage

)l{“

‘ Kentucky State
Digital Archives




PRIORITY FOR
SALVAGE

Priority 1:
First 1-12
hours

Priority 2:
First 12-72
hours

Priority 3:
After first 72
hours

ESSENTIAL RECORDS ARE
RECORDS THAT:

Are necessary for emergency
response

EXAMPLES INCLUDE:

Copy of emergency and/or Continuity of
Operations (COOP) Plan

Infrastructure and utility plans

Maps and building plans

Emergency contact information

Are necessary o resume or continue
operations

Delegations of authority
Contracts and leases

Payroll

Prison, jail, and parole records
Insurance records

Protect the health, safety, property,
and rights of residents

Deeds, mortgages, land records

Birth and marriage records

Medical records

Active court proceedings

Education and military service records
Voting records

Professional licenses

Would require massive resources to
reconstruct

Geographic information systems data
Tax records

Document the history of communities
and families

Historical documents
Photographs
Identity records

* Only a small percentage (typically, less than five

percent) of all Government records are essential

« Value during an emergency makes a
record essential

* As disruplion time increases, more records
become essential

* “Records” can be in many different formats,
including paper or electronic

ESSENTIAL
~ RECORDS

Image from IPER Essential Records course:

“The development of the IPER Essential Records
course was supported by Cooperative Agreement
Number 2007-GT-T7-K022, U.S. Department of
Homeland Security, Federal Emergency Management
Agency, National Preparedness Directorate. Points of
view or opinions in this program are those of the
author(s) and do not represent the position or policies
of the U.S. Department of Homeland Security.”


https://www.statearchivists.org/research-resources/emergency-preparedness/repr
https://www.statearchivists.org/research-resources/emergency-preparedness/repr

1. General Preparedness

Needs Action
(Describe)

Action Complete
(Date & Initial)

Records Disaster Plan written and updated

3. Fire Safety

OK?

Needs Action
(Describe)

Action Complete
(Date & Initial)

Appliance cords in good condition

Emergency Instructions posted at all staff
phones

Appliances tumed off and unplugged nightty

Disaster supply kit(s) created and inventoried
on schedule

Schedule visits with the Fire Marshal to follow-
up on obsarved code violations

All shut-off valves, breaker switches, etc.
properly labeled

Floor plans identifying location of essential
records given to Fire Department

Detection systems:

2. Plumbing

OK?

Needs Action
(Describe)

Action Complete
(Date & Initial)

appropriate type(s) present

wired to 24-hour monitoning station

Pipes and plumbing well-supported

tested regularly

Pipes and plumbing free of leaks

Staff know location of water main and have
appropriate tools (if needed) for shut-off

Fire extinguishers present, inspected regularly
and re-charged if necessary

Automatic suppression system (e.g..
sprinklers, halon) present and operating
Fire drill conducted twice per year

Records Risk Assessment Inspection

Checklist Template - “Essential Records

Manual - Security Backup, Disaster

Preparedness Response, and Recovery” Office
of the Secretary of State, Division of Archives
and Records and Management, Washington

State

Staff trained in:

sounding alams

interpreting enunciator paneis (¥
present)

notifying Fire Department and
others as called for

using extinguishers

tuming off power, HVAC. sprinklers,
gas main

closing fire doors

4. Housekeeping

Needs Action
(Describe)

Action Complete
(Date & Initial)

Cleaning supplies and other fammables
stored safely

Trash removed nightly




$. Files and Records Storage Areas

OK?

Needs Action
(Describe)

Action Complete
{Date & Initiaf)

Shelves well-braced

Items shelved snugly

Shelving 4-6" off fioor

No materials stored on floor

No essential records or valuable materials in
basement

Exits unobstructed

Important materials away from windows

Flashlights kept in windowless and dark areas,
and batteries checked

6. Protection from Water Damage

OK?

Needs Action
{Describe)

Action Complete
(Date & Initial)

No water sources located above records

Oy
f

Water detectors present

Storage areas checked dady for leaks,
seepage, efc.

Sump pumps and backups present where
needed

~N &) 4

~/7/

Dehumidifiers available

No leakageiseepage through walls

Valuable materiais stored above ground level

Valuable and fragile media stored in protective
enclosures

Staff have keys to mechanical rooms and
janitorial closats

L |
(
%
(
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Readiness

Develop plans, policies, and procedures

|dentify and Store Emergency Supplies and Equipment

|dentify Support and Contacts (Response Teams)

Training

Test Procedures and Plans




Management Approval and Support

Records Disaster Coordinator and Records
Preparedness and Response Team

Training

Support and Communication

Essential Records Protection Procedures

Preparedness and Prevention Procedures

Response and Recovery Procedures

A
()
Q
Q.
>
M
n
)]

Develop Plans,
Policies and

Procedures
[  Risk Mitigation
A Preparedness
A Response

A Recovery



Template for Pocket Response Plan (PReP )™ SIDE A (Communications). Use this side 10 collect phone numbaerns for the and ong
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SIDE B (Actions). Use this side 10 provide step-by-step
archival repastony of cubural instiution in your state. deally, sleps should aleady be defined in the state archives disaster plan. This PReP™
emergency plan. m:mmnmwmmumnmmwnmNMMmmmm,mm«m;mmm-nmymmm
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Readiness

Risk Mitigation

Essential Records Duplication and Security Copies
€ Locate € Paper duplication
€ Keep separate from other records € Electronic Imaging
€ Keep close together € Microfilm
€ Locate in area close to exit
€  Store off floor Procure Emergency Equipment and Supplies
€ Keep in fire-safe or archival storage Plastic sheeting
€ Keep essential records off desks Fans
€ Specially label storage/folders Dehumidifiers

Water pumps/wet vacs

Generators

Personal Safety equipment (masks, gloves,
eye protection)

Crates

Facility and Storage
€ Vaults, safes, fire-resistant storage
€ Facility safety

® G600 00



Table 1: In-House Stash of Supplies for Inmediate Response

NEEDED FOR NEEDED NEEDED FOR

IMMEDIATE FOR AIR FREEZING FOR DISASTER RESPONSE SUPPLIES AND EQUIPMENT

RESPONSE DRYING STABILIZATION

>

33-gallon plastic trash can with wheels and lid (to store supplies)

1 roll 10" x 100" 2 mil plastic sheeting

1 roll masking/duct tape (to use with sheeting)

1 spool packing string (to hang sheeting)

10 large plastic trash bags (to fit can)

1 large sponge

1-5-gallon bucket

1 box disposable gloves

1 roll “Do not enter” barricade tape

2 rolls paper towels

1 pair scissors

1 dozen pencils (mechanical or sharpened)

2 black permanent marking pens

Lined paper pad

Flashlight (self-standing, extra batteries)

XXX X | X[X]|X]|X|[X|X]|X|[X]|X|[X]|X

10 dust masks

Image from REPR Essential Records course:

Table 2: Documentation

Deaswie Razronss Sorm s s Doumwen:

X X X Camera, memary cants (in cise & dgeal ca
Koep & Ciapoaable CAMEa in eMergency supply

X X X Video camera, memery cards

X X X Lagtop computes

X X 3 WViaterpreol peralmarkens

X X X Pencis (mechanical or sharpaned)

X X X Cligboars

X X X Paper padatogs

Table 3: Personal Safety and Protection

Duaswee Razroass Sammm

X X X Harc hats (s2e adustatie)

X X X Masks and respiratons (ust, mokd)
x X X Rubbier books (nen-skid), many sizes
X X X Satety gogyles

x x % Eyewash kis

X X X Aprons (plastic, speaable)

X x x Overals, jmesuts

X X X Vst for wh pockets

X X X Antmicrobial soapdaiochol hand wash
X X X Deinking water

X x X Portable tolet

x % % Merfieation badges



https://www.statearchivists.org/research-resources/emergency-preparedness/repr
https://www.statearchivists.org/research-resources/emergency-preparedness/repr

Table 4: Packing Supplies

Deastes Resrovss Sormns aee

X X Sef-adresive fabads, color-coded ashesive dots
X X Hand tucks. dolies, book cans

X X X Plastic bags (garage, 2ipper lock, ass0ned si2es)
X X Comuganed cardboard boxes

X x Tape (masking, packing. duct), 1pe dispenserns

X x Scissors, utiity knives (exira blades

X x Plastic crates

X X Rescubesd® (see description on p. 4 of his h

X X Pakets

Table 5: Communication

Table 7: Other Supplies and Equipment

Dasstes Raxrouss Sovmns

— - X Aeryic shoots (Pledglas™)
Mo Frassso Dmasvee Rawroass Sormms ans Couewmn
Fasroas Srasess X Blotting paper (white)
X Hand radio sets/W X X X Brooms, AUstpans, shoveks, mogs, buckets
X Pontable radios X X X Butsle pack
X Celular phones (with emergency fambars) ad deaning products, didnfectant
X o X X Clotha: cotion rags, dust coths, lint-free choths, Honwowen
meent potpesier web, cheesecioh
X Megaphone X X Clohasine, rope, s¥ing (heavy packing on spool)
Table 6: Environmental Monitoring and Motsture Control x Clohaspins (rust proof
= X Dish-dryire racks (plassc-cowrod)
Fraxssa Duasvse REsroass Sarm as AN
Stamesaren x Ory e
X Ak conBoners (ponatie) x x x Flashights (self-ssanding), headlamps, exiia batienes, chemical
tight sticks
X X Dehumigifers
X X X Generater (perable, fuel supply)
X X
x x Ladders and kick stands
Monitrs (lomgeratne, hum
X X Monitors (lemgerature, humidiy) X X Mat bosed
X % Moishure mesor
X X Newsprint (Lnnked, tlank), buicher paper
x % X Office supphos (paper pads, pencis. waerprool pensimankess,
fipchants, karge saf-adhesive labals|
X x Phom Fio, weding agent (<odak
X X Plastic dipaciothesgina
x x % Plastic garbage cans, washiuss
X Plasic shoeting (polyeth ylena) rols
X Prywcod o masonite board

Image from REPR Essential Records course:

Table 8: Other Supplies and Equipment (cont’d.)

X X Folyester fim (Myark 380 5 mil
x x Polesier, spuntond (Reamay. Holylex|
X Pump (poriabie)
x x Senean {nyicn), screen of bakery drdng racks
X Sheink wrap
x X Signs: “Causon Wet Floor
X X Soone rekse paper
X X Sponges jealuiose, chemica
x X Sume protecions, eXxNSon Cords (S0+ A, hoavy-duty, grounded)
X x x Tables (poratie, folsing)
X x x Tool Kt (rowbar, hammer, wrenches, phers, screwdriver)
X X
x x Trays (Geep, for rnsing)
x Water hoses, afjusiable spoay nozes
x Wet vacuum (10-gaton industrial)
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Readiness

Readiness Best Practices Checklist

Develop disaster plan for records and include records protection in all disaster plans and
emergency action plans

Designate personnel and assign responsibilities for immediate response, assessment and
salvage

Determine procedures for accessing essential records during and after emergency.
Identify and procure supplies and contingency service contracts

Train all personnel on the plans

Test procedures for emergency plans and systems

From CoSAs Guidance Document



Response

Response is immediate and
short-term actions during and directly
after a disaster or emergency. It is
meant to assess damage and

minimize additional damage. The
disaster plan should be implemented
and response team assembled.

Initial collections damage
assessment; identify
immediate needs (removal,
freezing, etc.);

Initial facility damage
assessment;

Determine needs and additional
support






Response




Records Emergency Planning Emergency Response Chechlist:
and Response Webinar First 48 Hours
Session 3 Handout 3.4

Handout 3.4—Emergency Response Checklist:
First 48 Hours

R d: gency P Team Leader

U Finalize sesponse plan.

O Set up staging area that is safe and secare from the effects of
the emergency

If necessary, set up 2 secure arca for handling coafidential records.
Set up drying area for m-house recovery, if applicable.

Deploy eavirommental monitoring oquipmest.

ODODDD

Gather sufficient staff/expernts, contractors, and other persoanel necessary to carry out the
recovery.

Decide oo recovery techniques and procedures.
Decide who will perfoms the work, and whese.

Assign recorder 10 document damage (in wiiting, dictated orally, photographed, or taped)
and track the movement of materials.

Decide ca pack-out procedures

Provide on-site training of perscancl.

Implemsent tracking system.

Commemicate with Action Team Leader and recovery personnel

Activate delivery of more supplies.

CoO0CO0DO0 DOODO

Armange for food, water, and services for personnel carrying out the response.

B, %

gency Response Team

Check every shelf and drawer, and surrounding floces and areas.
Label materials for recovery effoets as dry, damp, or wet. | 642588
Remove dry matenals from the affected areas.

Remove wet and'or damp maatenals 1o appeoprissely labeled containers
Move contziners o air-drying, freezing, or further tracking'sorting arcas.

Document respoase and recovery

COODODODOOD

Record information in tracking system.

Final, Juy 2010 1




Initial Damage Assessment and Response Checklist

Date Tme o pm
Assessors Nave Toe Ot Partciomts
Phooe Enal

Page Amdvent: USkeches  UDcauments  Climoges IOt

Assesyment Locas

=

Departmertikgency Courty ¥ applcable) Agencyftidg cortact
Buideny Pl Rom Prore
StedA%Ies CtyStxolZp el

N Seusten Survey

Type o swergency Is 1t 38 happening? O Yes
Newecfcanagr OWaw OFre ODitdedds OMold OCotameaton QBrokenWindows ORoof darsage IStuctusl O Other (descdbe)

Edetofdumage  OSmlisoltedaen O Oneron  OFag o Fleor Entre Foor  DMutple Floors  DEntive bulding

Canthe stalf handle the sistion inbally?  Yes Ch o Who b in dwnge?

Bisaetoene? OYss ONo ¥ o, what reeds b

0 make £ sae?
W dazoveredepordted canage? How lorg have the r620rd3 been damaged?
W has baen done 0 far?
Wht s e sacurty stetus?

Does anything need b be done ts clean andior secure the irea before standing to recerds?




Rapud Collections Assessment

Record Type Record # Roms Natro/Severty Treatrment Noeded Priority Security/ Nows
Setes'D Demaged (e by besow) (ot (k) Privacy?
fohcke)
£ ramphe o
fvad volemos 231 1500 AL BT G2 O Mo ) o O Phooed S0 b vy
Essernd records Yes No  Uspent 1 2 3 Y
Bocks Yos No  Usgent 1 4 3 s
Bound vdurmes Yes No  Uigent 1 2 3 yes
Unbound records Yes No  Usgent 1 2 3 y's o
Mags, plars ovorsze Yos No  Ugent 2 3 ypos w
Packon, nogeves Yes No  Ungent 1 2 3 yeu 10
Merclertms Yes No  Usgen! ! 2 3 yee o
A 300 M > = A= L Yos No Urgent 1 2 3 yes 1o
Magnebo'dectronc meda Yes No Ugent 2 3 ys 1o
Yos No  Usgent ' 23 yes 10
Attacts Yes No  Urgent 1 2 3 yes 10
e Yes No Uspent 2 3 yes 10
KEY Nature of Damage ) Ofer Soverty of Darnage:
A) Waler damege 1) Severe
B) Mad ) Vodeate
C) Shuctrd Damage 3 Miner
Ar rocorcs in jeopardy of Arer amoge? DI¥es OINO  If yes, whd noads 1 be (ore 1o prevent further damage?
Adapted wen Won Dy e 0 Preg for Essantal Recores UPER) Pagyect, Comed of State Aschovsty
From Te Hectage Presenvation Anessewal Form o 1e Fad Gude 1 Emepency Sesponse Protocapy es fom betars swrg

NOTE: A copy of this form is available at the IPER Resource Center so it can be downloaded and duplicated easily.
URL: hup://'www.statearchivists.org/resource-center




Incident Information

DESCRIPTION OF INCIDENT

Record Tracking

[ PROCEDURE FOR TRACKING RECORDS

LOCATION OF INCIDENT

Bullding:

[ Ficor:

I Room:

CAN INCIDENT BE HANDLED IN-HOUSE?

L Yes Ll No

section below.)

{See Staff and Contractor Information

Records Information

RECORDS AFFECTED
(List alt affected
records. Add rows
as necessary.)

RECORD
FORMAT/MEDIA

RECOVERY TECHNIQUE FOR EACH RECORD

1S THE RECORD
CONFIDENTIAL?

PRIORITIES FOR
ResPONSE

(List in order, from first
priocity to tast. Add rows

UI_J)LM!\J:—

Staff and Contractor Information

{Add rows as necessary.)

REQUIRED RESPONSE/RECOVERY STAFF

Name

Contact Information

{Add rows as necessary.)

STAFF ROLES AND RESPONSIBILITIES

Staff Name

Role

Responsibility

as necessary.)
REQUIRED CONTRACTORS/VENDORS
{Add rows as necessary.)
INSTRUCTIONS FOR Name Contact Information Service(s) Required Contract in Place?
HANDUNG CONFIDENTIAL
RECORDS

Image from REPR Essential Records course:
https://www.statearchivists.org/research-resources

/emergency-preparedness/repr
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Supply and Equipment Information

[REQUIRED SUPPLIES/EQUIPMENT
(Add rows as necessary.)
Item: Current location: On hand or needs to be | Needed where?
purchased? (For example,
emergency operations

center, staging area,
recovery area, etc.)

STAGING AREA
Lecation:

Necessary equipment/supplies
{Add rows as necessary.)

Emergency Operations Center and Staging and Recovery Areas

EMERGENCY OPERATIONS CENTER

Location:

Necassary equipment/supplies
(Add rows as necessary.)

RECOVERY AREA
Location:

Necessary equipment/supplies
(Add rows as necessary.)

Image from REPR Essential Records course:
https://www.statearchivists.org/research-resources/eme

rgency-preparedness/repr
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Handout 3.3—Personal Health and Safety
During Response

Personal protection equipment:

Steed-toed boots, preferably wmer-proofed
Heavy-duty and water-proof {e.g., latex or nitnle) work gloves

Somcthing to cover vour nose and mouth if these is o potential for splashes or arbome
particulates (dust)

Goggles/'safety glasses with side shiclds
Long-sheeve shins and long pants, or coveralls
An ANSlappeoved hard hat if there's a danger of falling debns

Heanng protection such as car plugs or landscaper's car muffs, if you are in an area
where you must shout to be heard
Mesquito repelient m tropical arcas
If there is o risk of contamenants, icluding mold, a fissested respirator’:
With HEPA filtratiom for mold or beological hazards
Wigh N9S fikration (activated charcoal ), if advised %o minimize unpleasant odoes

Personal hygiene rules:

Do not, ender 2y circamstances, put your hands in your mouth or oa objects $hat could
0 im0 your mouth, such as water bomles or foed.

Wish your hands and body with scap and wans, dnskable water. Do not serub too hard
o rub ovesty hard on your skin, which needs 10 rensin intact.

Clean cuts mnd sheasions thocoughly with soap and water and apply astibiotic cutment.

" The e of sesparaons in the woekplace is g d by the Respirstory Progoction Stasdaed 29
(CFRI910.133) adopiad by OSHA in 1996, Before an cmployes Cam mne & noglive pressre reapimion,

Bo'she mot be f-iesiod anmsally with the same muake, model, style, smd saze of respiraion a5 he cos that
will be used. Indavidaals with facal bair o & Hhat sy de G som of & tght scal oy not

kﬂc»uw.mpulm.l\cFlTolmh:unidml;y-;umdiaividnl-duquim-

following OSHA-developed peotocols to cvaleate the il of the sespirstor qualitatrvely or quantiatively.
For a more detiled deicniption. sec Ay Seswoka got

Prevention of dehydration and exhaustion and injury:

e Dnnk lots of water (or a 50:50 mix of sports drink and water). and drink at least cvery
half-hour. Avoid soda, alcohol, coffee, and tea, as they can dehydrate your body.

o Take frequent rest breaks and rotate physical tasks.
o Eat light meals.

e Avoid direct sunlight and wear a hat. sunscreen, and loose-fitting clothes if you have to
work in the sun.

o [If possible, do the heaviest work carly in the moming from 6:00 a.m. to 11:00 a.m. and
late in the afternoon from 3:00 p.m. to 7:30 p.m.

o Notify your supervisor if you or any of the Response Team members have health or
medical conditions, such as high blood pressure. a heart condition, or allergies.

o [If you or a team member begins to feel unwell, stop physical tasks and let someone know.

Decontamination of equipment and clothing:
o  Wash gear with warm, soapy water and/or bleach.
e Clothing can be washed normally in a houschold washer.

Image from REPR Essential Records course:
https://www.statearchivists.org/research-resources/
emergency-preparedness/repr
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Recovery

Complete damage assessment and address repair needs

Insurance claims

Resume operations at original or temporary location

Stabilization and/or salvage records :
- Immediate records needs (drying, freezing, etc.)
- Long-term conservation needs
- Return records to location and accessibility







Handout 4.1—Response and Recovery Procedures

Mold Small Outbreaks

Fire-Damaged If a fire has occurred, the records will be both wet and brittie. Support can be
Records provided by piacing pieces of paper toweling or unprinted newsprint under Quarantine moldy records from unaffected records. They will need to be dried in
chamed materiais before they are moved. a location that vents to the outside. The area where the moldy records were
found will need to be thoroughly dried and cleaned to ensure that mold does not
Muddy Records Do not attempt more than a minimal cleaning of wet records that are also muddy, germinate eisewhere.
unless there is a large quantity of clean running water and you have the time.
Attempting to remove mud from wet paper records may force dirt farther into the Mold cannot be removed from wet or damp collections. ltems must be completely
paper if a rubbing acton Is used. Mud may be easier 1o remove when dry. Some dry before any attempt is made to remove mold. If using fans to dry the records,
Sghily wound tapes:mey ber able to be rinsed; . only the edges will be exposed make sure the fans are not blowing directly on the materials or you will spread

AR the mold spores. Point the fans at the ceiling.

It may be possible to rinse mud off boxes or enclosures to make the drying

process faster. Records will have to be cleaned once the mold has dried. A HEPA-filtered
vacuum and micro-hose kit may be used, but this is very labor-intensive and

Contaminated if records are contaminated, or you suspect that they may be, make sure all staff should be carried out in a fume hood to avoid exposing others to the fumes
Records members use proper protective equipment and dean-up procedures. It Is often produced by the cleaning step. This works better than brushing records clean

best to leave this to trained operators under your supervision. and keeps the mold spores from returning to the air. Vacuum through a screen if

A contractor who specializes in treatment of contaminated materials should the item is fragile.

always be consulted, as these records require special handiing and treatment. ) Outb K

rger reaks

St Rec onid Faconds P IOt W nal Pecoverac i A Rpacieng Sanieoinr Quarantine and freeze the records. Placing the moldy items in an environment

Some matenals should be kept wet untd they can be recoverad by a contractor with a temperature below freezing will halt growth, but will not Kill spores.

who specializes in the recovery of those materials. Some examples nclude

microfém, motion picture fém. and hard drives from computers. The preferred method of drying Is vacuum freeze drying, so as not to spread the

With film-based media in particular—because there are so many photographic dry mold spores.

processaes—uniess you are sufficlently knowledgeable about photographic -

process identification, it is important to receive expert advice from a photographic If m ogtbre_ak Is too large‘ fq local staff to handle, call a oqn{raaor tha( 4

conservator as soon as possible before ling how to proceed with the specializes in mold remediation. Vacuum freeze drying, while expensive, is an

response. effective method for eliminating most moids, and may be considered for records

If the determination is made that the photographic process Is stable enough: which have special value or are ireplaceable.

« Place wet microfilm or motion picture film In plastic bags to keep it from Cleaning the Location Where Moldy Records Were Found
ing before It can be handled by an ex| lenced consarvator or 3 S ‘ A 3
g’p’eg%.m contractor. 2 o Begin by cleaning the area with a high-efficiency particulate air (HEPA)-filtered

vacuum. Then clean all surfaces—shelves, floors, walls, ceilings, and windows—

o7 Wit guidance from & consacysios; &t msy e poasibla o weeh off mel or with an anti-fungal or anti-bacterial solution, including bleach.

dirt under cold, dean, running water, and then seal the lems in bags.

There are some phatographic processes and other media that should never be Ducts for air circulation and air conditioning will also need to be assessed and
exposed to water. Special care should be taken 1o keep them dry if they are monitored for the presence of mold. If molds persist, the ducts may need to be
Important to the agency. Boxes with water-proof coating would be best for storing replaced.

these records.




e T
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Paper or Paper as sheets of polyester film, nylon screening, or spun-bond polyester.
Paper—Large or * Large or oversized paper records often require two peopie to safely handie
Oversized Paper and transport them, and will require a secondary support (the original Held Together Modern printer papers contain fillers which give the paper wet-strength even
(Maps, Architectural drawer, 3 tray, or spun-bond polyester). with Fasteners when they are wet or saturated with water. it is important to recognize the
or Engineering (continued) difference and act according to the paper’s needs for support.
Drawings) » If the record s rolled or folded, make sure there Is enough space on the

* Armange paper records individually, if possible, or in small stacks of 1-5

table to accommodate the record when it is unrolied or unfolded. 2
records each. Tum records over frequently to increase exposure to the air.

» Rolled paper can be vacuum freeze dried successfully.
4 * Do not re-box records until they are completely dry.

Paper—Coated » Coated paper such as magazines or journals stick together, or “block,” and
Papers must be dried Immediately to prevent damage. They must not be allowed to Paper—Bound it is preferable to freeze and vacuum freeze dry bound volumes quickly because

have their surfacas in contact with one another during drying. Architectural Volumes this will help minimize the danger of distortion.
) WO NI SOOI MO S RN I Bound volumes can also be successfully ar dried, but will require attention to
* If the pages are stuck together, or “blocked,” place the record In a freezer ensure that the spine area of the book is completely dry before the book is
and vacuum freeze dry. retumed to a location without air circulation and with high humidity; book spines
and covers are highly susceptible to mold.
» If the pages are not stuck or blocked, gently place pre-cut pleces of spun-

bond potyester fabric between the pages. Smal Bound Volumes

- Allow air to circulate, and wait until record is completedy dry to remove Small bound volumes with rigid covers which are only partialty wet can be dried
Interleaving material (the absorbent material placed between leaves of by standing them upright:
paper to hasten drying; interleaving material should be thin, absorbent,
Ink-free, and acid-free). « Piace the book upright and hold it open with biotter plecas to allow

increased ar circulation and to expose the tightly bound spine to air.
Paper— Although exterior housings such as encapsulation and shrink-wrap do slow the
Encapsulated and Intrusion of water, encapsutated or shrink-wrapped records are not protected

Shrink-Wrapped from water damage. If the records do become wet, It Is possible to successfully

« If the book covers are sturdy enough, fan the pages open and Interleave
with small pleces of pre-cut blotter paper placed close to the spine.

Records vacuum freeze dry the encapsulation record. « Invert books to even the siress on the binding, rotating books upside-down
If you are planning to air dry the records, the exterior housing must o right-side-up while drying.
be removed: » Remove the blotters when the book Is dry.
» Using scissors, cut through the encapsulation bond or weld on all sides of Large or Ledger-Bound Volumes
the record. If the plastic sheet Is clean, it can be re-used to support the wet
record while It is carried to the drying site. Large or ledger volumes may need to be dried flat and open i their weight does
not allow them to stand upright and open. This includes bound volumes with soft
Paper—Loose Steps to take when handling loose pages or paper held together covers that are not sturdy enough to stand upright.
:‘gmmm’ e funtamare: « If the pages are damp but not totally wet, fan them open.
Fasteners » Remove outer paper or paperboard folders and/or record |ackets. If they . page blotter paper Y
contain valuable identfication information, place the folders near their Cterwine, knteienvs hisei X Kbl ooty o
ot 16 by bond polyester to wick motsture away from the paper.

= In some cases, it may not be prudent or possible to remove fasteners, but 1 M pagpa darily waid chigge: sk peper-
when It is possible, removing them will hasten drying and prevent corrosive * Spun-bond polyester does not absorb water, and does not need to be
rust from forming on the records. changed if it is clean. It can be re-used.




TYPE OF RECORD PROCEDURE

Photographs

Photographs, both negatives and prints, involve such a wide variety of material
types, and such a long history of technological innovation, that it is difficult to give
general advice on the recovery of photographic materials. If the photographs in
your office are valuable to your agency, it is best to have the advice of a
conservator or expert, bacause they have the requisite knowledge of
photographic history and preservation.

Photographs, just like coated paper will stick together, or “block,” and
therefore must be dried immediately to prevent damage.

Do not allow their surfaces to come in contact with one another during
drying.

If the photos are stuck together or blocked, do not try to separate them.
Contact a conservator for advice.

Photographs can normally be successfully vacuum freeze dried. Do not
vacuum freeze dry glass plate and cased photographs.

When air drying, photographs must be dried under restraint or they will curl
and distort.

Photographs are made up of more than one layer, and each layer dries at a
different speed. This causes them to curl as they dry, which is why you
need to apply pressure 1o keep them flat.

It is very difficult to correct this problem.

If air drying:

— If the surface is not cracked or flaking, and the photographs have soot or
mud on the surface, you may be able to rinse them in a tray of cool, clear
water while they are still wet.

— Dry photographs image side up on clean blotters for at least one hour.

— If the emulsion or surface of the photograph is sticky or tacky to the
touch, it will need to be interleaved between sheets of spun-bond
polyester to prevent disturbance of the surface during drying.

— Place the polyester and photographs between blotters to create a stack.

— Put a flat sheet of Piexiglas"‘ or other heavy-weight flat material on top
of the stack.

— Suitable weights include telephone books or bricks wrapped in plastic to
add additional pressure.

TYPE OF RECORD PROCEDURE

CDs and DVDs

All types of disks are composed of several layers. Of these, the metal reflective
layer is probably the most important and the most vulnerable to physical damage.
Normally, this tayer is covered by a very thin protective coating.

The metal reflective layer Is usually unaffected by water unless it has been
soaking for a week or longer.

if ime and resources permit, mmediate response can save the information on
the disks.

» Remove the disk from its case or cartridge. Cases that are not damaged
can be thoroughly cleaned with water or soap and water and re-used.
Damaged ones should be discarded.

* Rinse the disk in clean room-temperature tap water and then in distilled
water.

« If any residue remains, using distiled water, gently wipe the disk surface
with a wet, soft cotton tissue—not paper toweis, as they are 100 abrasive.

+ Wipe in a radial direction, not a circular direction, to remove the water.
Follow this wiping with another rinse in clean, distilled water.

» After rinsing, gently blot off any excess water with a soft, int-free tissue to
prevent water spots duning drying.

The best chance of avoiding damage s to limit the time a disk is wet. Therefore,

It s best to recover disks Immediately. If Immediate recovery is impossible, rinse
the disks In distilled water and store them in their cases in cool clean water until

they can be recovered. if the disks need to be transported, they can be sealed in
2ip-lock bags immersed in cool or cold water in a portable cooler.

Computer Hard
Drives

Modem Information carriers such as computer hard drives and electronic media
also require iImmediate attention to ensure recovery.

Computer hard drives have a large number of components, some of which are
metal and susceptible to rust and oxidation; others are soft plastics and matenals
susceptible to moid.

* Remove hard drives from computers.
» Send hard drives to a contractor as soon as possible for recovery.
* Keep hard drives wet, sealed in plastic, and do not let them dry out

Magnetic Tapes

Tapes are constructed of layers of water-resistant materials. Although water wil
not cause these layers to swell and break up (as would the layers in a
photograph). tapes can still be damaged. Both the tape and the binder layer may
be susceptible 1o degradation when exposed to water. A properly wound tape s
less susceptible 1o water damage than a loosely wound tape.




TYPE OF RECORD

Magnetic Tapes
(continued)

PROCEDURE

Magnetic tape recovery should be a high priority if the tapes are valuable to
your agency.

Do not play or rewind a tape that is wet.

Consideration should be given to sending the magnetic tapes to a
contractor who specializes In recovery of magnetic tape.

Initial response steps, If air drying:

Drain any excess water out of the cassette or off the reel of tape. The
cassette gate, if present, may be flipped open to allow water to drain.

i the tape Is wet with seawater or contaminated water, rinse the tightly
wound tape with cool, clean water.

For reel-to-reel 1apes, wipe the wound surfaces with a wet or damp soft,
lint-free cloth.

For cassette tapes, shake 85 much excess moisture out of the cassatte
housing as possible, and stand the tape vertically with the empty hub on
the bottom for air drying.

Allow the tape 1o acclimatize to the new environment for at least two
days before any further treatment.

Additional Tips on Handling Damaged Records

.

Some water-soluble Inks will bleed; freeze as quickly as possible to minimize damage and vacuum
freeze dry.

Al dry records indoors if possible. Sunlight and heat may dry certain materials too
quickly, particularty bound volumes or artifacts made with wood, causing splitting, warping, and
buckling.

Documents, books, photographs, and special media are extremely fraglle when wet. They tear
easlly and require caution when being handied. Always consider providing a secondary support to
prevent more physical damage.

When mud or soot is present, with guidance you may be able to rinse off some of the particulate In
cool, clean water, but do not scrub the surface.

Many plastics will swell and soften when they are wet. Sensitive surfaces, Including wet
photographs or electronic media such as CDs or DVDs, must be handled with care to avoid
scratching the surface.

While exteror housings such as folders, encapsulation, or shrink-wrapping may slow the seepage of
water into the records, they will not prevent water damage and must be removed to allow air drying.



Handout 4.4—Common Drying Methods

Air Drying

Air drying involves drying records at room temperature. Typically materials arc spread out on, or
interleaved with, absorbent papers. In some instances, matenials may be dried under restraint in a
stack of weighted blotters.

Air drying 1s a tried and truc method most familiar to many, has been proven through many
experiences. and provides the greatest control over the drying process. It provides secunty and
privacy controls if done in-house, and allows separation of materials that require special
handling, such as photographs. coated paper. parchment. magnetic media, etc. It also provides
for the direct monitoring of the original order and intellectual control of matenials, but may result
in problems if the materials become disarranged outside of their containers. This method
therefore requires a meticulous system for tracking items during the drying process. It is also
labor-, space-, and matenials-intensive, particularly in terms of the absorbent paper used.

Air drying can be made more efficient with the addition of drier air. The current choices for
adding dnier air include increasing air circulation with a fan or hiring a contractor to bring in
equipment that provides heated, extremely dry air.

Air Drying with Added Heat (Desiccant or Dehumidification Drying)

Matenals are dnied by pumping cycles of moist air out of a chamber or space and introducing
dried (desiceated or dehumidified) air wath relative humidity (or moisture content) lower than
fiftcen percent. One potential problem with this is that air temperatures arc usually in the range
of 80°-100° F, which can dry paper records too much, resulting in distortion, increased volume,
and re-boxing problems.

This method is often cited in the literature as giving excellent results for damp collections, and it
allows access to the materials duning the drying process, if that is required. It can be performed
onsite with equipment rented from a contractor or by employing in-house staff or professionals
from the drying service. ltems can also be sent directly to the contractor for service. Drying is
complete within several days, depending on how wet the items were originally.

Vacuum Freeze Drying

Vacuum freeze drying is almost always recommended for most incidents involving records in
boxes, where the quantitics are large and the records are of varying levels of wetness. The
records will generally be frozen first for transport to the facility. and held in storage in a freczer
until the drying process 1s carried out.

These facilities arc all contractor-owned. Contractors dry the materials using a very strong
vacuum to lower the pressure while the temperature is held below freezing. Cycles of controlled
heat may be used on the shelving. This process sublimates the frozen water; this means that the
water passes from a frozen state to a vaporous state without passing through a liquid phase. The
items remain frozen throughout the drying process.

Vacuum freeze drying can be performed off-site at a contractor’s facility or onsite in mobile
vacuum freeze drying chambers. The mobile chambers are smaller than the fixed-site ones, since
the walls of the chamber have to be strong enough to withstand the low pressure of the vacuum.
On-site drying is more expensive than drying records at the contractor’s facility.

Among the advantages of vacuum freeze drying. the procedure:
» Minimizes the feathering and bleeding of soluble media
* Allows coated matenals to dry without blocking
e Results in minimal distortion to the records

¢ Docs not require the removal of encapsulations or polyester sleeves from records
before drying

» Allows records to be dried in their oniginal containers, thus reducing nisk of disruption of
original order
The process is performed at the drying facility because of the weight of the structure needed to
create a chamber where the pressure can be lowered significantly. Drying time depends on the
wetness of the materials, but for cach volume of material that fits into the chamber, the drying
time 1s normally less than two weceks.

If records need to be used frequently., the agency will need to indicate to the contractor the order
in which to process the records. There may be additional costs for gaining access to the records
while they are with the contractor.

Vacuum Thermal Drying

Vacuum thermal drying is similar to vacuum freeze drying in the kind of chamber used, but
different in that cycles of warm to hot air are used. Vacuum thermal drying is a cost-cffective
option for temporary records or archival materials of low intrinsic value. The procedure distorts
paper considerably, causes coated records to block. and exacerbates the feathering and bleeding
of soluble inks. The drying time is usually less than that for vacuum freeze drying, but also
depends on initial wetness.

Most vacuum-drying facilities no longer use this method because of the problems
discussed above.



Thermal Vacuum Freeze Drying

Another method is thermal vacuum frecze drying. This technique is similar to vacuum freeze
drying in that a vacuum is used, but controlled heat is applicd to vaporize the water, and this
method also has a patented procedure to compress the matenals into shape. It is more expensive
per cubic foot than vacuum freeze drying.

Freeze Drying

Freeze drying is a very slow technique. Records are packed in permeable containers and kept in a
cold storage vault for months. Over time. moisture sublimates out of the records in the same way
that food gets freezer bum. This is a slow process that will dry damp and partially wet records,
but the records are inaccessible for a long period of time and the energy used to keep them frozen
IS very expensive.




Recovery

Records Trauma. Disasters and Records should be periodically
emergencies will have long term or “checked” after any disaster or

permanent effect to records, even if emergency for effects. Effects
they are salvaged. might not be immediately obvious.




Handout 4.3—Sample Post-Event Report

Date and location
of incident

J pate:

O Location: Bidg: Floor:

Room:

Type of incident

J water—ciean
O Water—gray
O water—biack

[ Mola
[ Pest infestation
) contamination

O Fire 1 Other:
Source of problem
Areas affected
Types of materials Quantity (include units, e.g., boxes,
affected and cubic feet, linear feet, items)
amount

L Bound volumes

] Unbound paper

L Maps, pians, oversized records
L Photosffiim/electronic media
a Magnetic tapes, CDs

] Artifacts

L Microforms

[ other—please specify:

Recovery methods Material Treated &
Volume
U Air drying in-house
O air drying contractor
u Freezing in-house
o Freezing contractor
L vacuum freeze drying
Material Treated &
Volume
U Replacement
! Discarded
L Other in-house
) Other contractor
Agency staff Name & Unit Role
involved
Contractor(s) Name Work Performed

Notes/comments




Prevention is more effective than recovery.



In order to be effective, disaster and emergency
related plans, policies, and procedures should be
tested periodically.



Response efforts should be led by a person
and/or a team who understand the records.



Resources

CoSA Emergency Preparedness: :
https://www.statearchivists.org/research-resources/emergency-preparedness

CoSA Pocket Response Plan PReP Templates:
https://www.statearchivists.org/research-resources/emergency-preparedness/pocket-responce-templates

FEMA Planning Guides:
https://www.fema.gov/emergency-managers/national-preparedness/plan

NEDCC:
https://www.nedcc.org/free-resources/disaster-assistance/

KDLA
https://kdla.ky.gov/Pages/default.aspx

KDLA Preservation Checklist
https://kdla.ky.gov/archivists/Pages/Preservation-Checklist-for-Government-Officials.aspx



https://www.statearchivists.org/research-resources/emergency-preparedness
https://www.statearchivists.org/research-resources/emergency-preparedness/pocket-responce-templates
https://www.fema.gov/emergency-managers/national-preparedness/plan
https://www.nedcc.org/free-resources/disaster-assistance/
https://kdla.ky.gov/Pages/default.aspx
https://kdla.ky.gov/archivists/Pages/Preservation-Checklist-for-Government-Officials.aspx

Donate to the Team Westemn Kentucky Tomado Relief Fund at TeamWKYReliefFund.ky.gov

OV An Official Website of the Commonwesith of Kentucky

Kentucky Department for Libraries and Archives

Archivists « Researchers ~

ion Checl

# / Records Management / Prese Government Offi

Preservation Checklist for Government S—
OfﬁCials M&étebignalArchives

Aska
Everyday, records help us live our lives at work, at home, or even on vacation. Records give proof 10 our existence and
identity, whether for an individual or an institution. In order to protect the rights of individuals and institutions in the

20 ’ s A 2 Records Retention Schedules
past, present and future, it is very important and necessary to maintain, protect and preserve public records. Public Kentucky Talking Book Library

records serve many needs: administrative, legal, fiscal, and historical. It is an important responsibility of government Order Records

officials to ensure that the public has access to public records

Government officials have in their custody many unique and valuable records. These records likely exist in different
formats, such as paper, film and electronic data. Regardless of the format, the safety and maintenance of each record

¢ 7 Questions?
can be threatened by disasters, such as fire and floods, as well as by theft and vandalism. However, there are other
conditions that can also place records in danger of damage, deterioration and complete loss of information. For If you have any questions or would like further
example, improper temperature and humidity levels can severely damage records of any format. Therefore, it is information, please call or send e-mail to:

essential to not only identify these conditions, but to act on them through preservation planning. Key factors to : =
’ melissa.shields@ky.gov

consider in preservation planning include security, environmental conditions, handling, storage, and fire protection.
A . = 5 1 . 8 Z g (502 -174
Attention to details and enacting simple preventive measures in each of these areas will highly contribute to ensuring (502) S64-1741

the safety and longevity of records.

An integral part of preservation is prevention. By considering each of the key factors, and 1aking appropriate

preventive measures in each, damage to records can be minimized. These preventive measures need to be carried out



KDLA LOCAL RECORDS REGIONS

Regional Administrator Map an Region
Archives and Records Management Division o central R egion 2:;:32";3292
BOLA Beth Williams R
esghing 502.750.1913

West Region
Becca Halbmaier
270.991.5195

South Central Region
Drew Preston
502.330.4986



INSTITUTE of .
Museum...Library

SERVICES

Thank you to the
Institute of Museum and Library Services (IVILS)
for sponsorship of this webinar.




Thank you for attending!

KDLA.Certification@Kky.gov

KDLA Online Learning Portal

Kentucky Department for Libraries and Archives



mailto:KDLA.Certification@ky.gov
https://kdla.ky.gov/librarians/staffdevelopment/Pages/KDLA-Online-Learning-for-Public-Libraries.aspx
https://www.facebook.com/KDLALibDev/
https://twitter.com/KDLALibDev
https://kdla.ky.gov/Pages/default.aspx
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