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SCAMMER FACTIONS

SAKAWA BOYS (GHANA)

“...combine modern Internet-based
fraud with African traditionalist rituals.
The term or word Sakawa is a Hausa
word which means putting inside, how
to make money.” ~(Wikpedia.com)

YAHOO BOYS (NIGERIA)

*...descendants of the infamous 419
scammers, who, first with letters, and
later in emails, promised to help
strangers get rich for a nominal
advance fee.” ~ (longreads.com)

TYPES OF SCAMS

PHISHING

Stealing info via email. Variations
include vishing (voice mal), smishing
(SMS), whaling (going after a CEO).

VENMO REQUESTS

Scammers flood users with money
requests hoping that the confusion
leads to money being sent their way

TECH SUPPORT

A phony pop-up tells a user their PC
is infected & urges them to call for
help. Scammers gain remote access.

FAKE SALES/RETAIL
Scammers create a website and
marketing material that looks like a
real brand to convince them to order.

419 SCAMS

Arequest to help a royal withdraw money
from a US account and send him the
money. Evolved into imposter/romance

IMPOSTER/ROMANCE

Fake profiles (celebrities & non-celebrities)
are created to lure victims hoping for
romance into giving the money
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o

Pending

requests $1,500.00

g
I mistakenly sent this to you. Please send it

back at your earliest convenience, as this is
a large amount of money. Thank you!

Decline

P requests $1,500.00
| mistakenly sent money to you. Can you
please transfer it back. Thank you!!

Decline




L. HeyDudeus
o Sponsored - @
$20/pair
Shop all collections at Unbeatable Prices.
We're sure it won't last long. Get your
favorite pairs now!
Limit 4 pairs per customer.

WELCOME TO THE ONE AND ONLY,
‘OFFICIAL HEY DUDE SHOES® USA WEBSITE

& Today Only $20

Women Men Kids Sale Search

SLIP ON, STAND OUT. SHOP NEW SLIP STYLES

4/29/2024

FAKE SALES

HEYDUDESHOESUSA.TOP HEYDUDESSTORES.COM

Actually it's HeyDude.com. Nope. HeyDude.com.

HEYDUDSSHOESUSA.COM HEYDUDEOES.US

HeyDude.com, my friend Ummm

HEY-D.COM

Yeah, HeyDude.com

WHAT WOULD
YOU DO?

A patron approaches your info desk attempting to
send a signed for to his fiancé that gives their
future wife/husband they haven't met yet full
access to their bank account...

12



IMPOSTER &
ROMANCE
SCAMS
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CLICKKHOLE  tatest News POPCULTURE LIFESTYLE QUIZZES CLICKVENTURES VIDEO

How To Compli t Jeremy R On Facebook: Video
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You can not succeed without failue along the way. I it was suppose to be easy, the
reward would not be as sweet 1! You are an inspiration o others, keep going )

e s
© (R a0y s (o o sl o0 9 o
e tohave v
my prvte account oksy
e vty

o
s me Jeremy Rennner,This s not an officil page it
is a private page, and | just want to appreciate your love and support. m
reaching out t0. few of my fans out here with love and to say 2 big thank you.
1would love o he...See more:

end him » message on telegram

e Reply
@ uonscn

you e 3 e o remy Renner, 3 on the e
Linkbeow 0 gain aces o i e Whatshpp rspage (. And sed

rect message o and by 109t Bt e,

Topon e e Lk "
GOOOCOGE. seemore an

I

‘Awesomell You know this country so messed up just lost everything to fire and only
help was 3 one time $250 from redcross they would not even get me 2 hotel to get
away from fumes | God Bless you Bobby truly so many in need of help your a stand up
American and | love you s A, comedy best medicine there is besides good loving &

4 ke Reply 200

Kid Rock Verified Page - Follow
Cindy K Kent you can message Kid Rock privately through the link below

app= ol
e Repy
@ oo ccuiousn
dy KKent Hello miss am Donald McCullough the managing director o Kid
Rock h recently saw your ke and comment on is page so e requested of me
{0 inform you tosend me a diect message so h can call you on video cal before
further conversation

ke Reply

Kidi Rock
Cindy K Kent Send me a friend request if truly you are my real fan Q@@

ke Reply

Lid Rock
Cindy K Kent Thanks for your love and support you showed on me, hope you'l
never stop supporting me @. Send me a friend request to this private page

Uike  Reply

. Cindy K Kent THIS IS THE REAL LINK TO CHAT UP WITH KID ROCK Private room

|74 7
Kid Rock nrvate chat room

Garth Brooks Private
sican/band - 6 posts i

Garth Brooks private page

@ Garth Brooks private inbox o
» sican/band -9 follower

Garth Brooks private page (Chris Gaines)
o

Garth Brooks private
fuscian/band -5 foll

G ) Sorth Brooks Prvate

Garth Brooks Private

uscian/oand - 14 followers

Garth Brooks Prvate Garth Brooks private

Carth Brooks Prvate 3 Garth Brooks private |
Musician/band -1 follower

Garth Brooks private page

Garth Brooks private

‘ Garth Brooks private

c 000000 e

n/band - 3 p in ek G Garth Brooks Private Fol
Garth Brooks private Garth Brooks Private
P usician/ban o Garth brooks private page =
Musician/band - followers - 1 post inthe st
e eiszwecs | (G Sarthbrooks privatepage
can/oa ast 2 week sican/band 6 fol ‘Gzr(h!rookspnvale
ssician/band - 1 follower Fol
Garth Brooks Private Garth brooks private_pagee_
Digal cretor -1 post inth st 2 weeks G ) musianvbona

[EEN
(o]
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Garth Brooks private inbox

@ Garth Brooks Private @ Garth Brooks private page @

.Genhbraakspnvale G GorthBrooks prate B Sorhrooks et pge (s v

Garth Brooks Prvate ot Brosks Privte
Micidinfoa 13 o 0 arth Brooks Private 3 Garth Brooks private o
-
(@) oo e Garth Brooks pivate
® o 5.9 folowers . Garth Brooks private page =)

(GA‘ Garth Brooks private Garth Brooks private
and 2 flloers. 3 posts i " G GorthBrooks private ol

) Garth Brooks Private

° Garth Brooks prvate p
&b 0 Garth brooks private page |

a Garth Brooks private G Gorthbrooksprvte page
/b2 2 last eks /é\ Garth Brooks private
®:
4

Garth Brooks Private Garth_brooks_private_pagee_

19

— Morgan Freeman chat to my fan
\ who loves me

Johnny Depp real lovers pages
21h - Q

< £, Verified Lovely Miley Cyrus ‘.

Business chat

__

20

| Morgan Freeman private chat [

Dec 29, 2023 - @
m sad that none of my fans talk to me anymore, am | til loved

1am not feeling alright fans | need your prayers please and
1am so bored right now can someone say hi and | need
your assistance all my lovely fans 4 % if truly you do care
about me I love you all

21



aylon Jennings / Died

February 13, 2002 (age 64 years),
Chandler, AZ

People also ask ¢
How clid Waylon Jennings pass away? .

Did Johnny Cash attend Waylon Jennings funeral?

4/29/2024
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p | Post Malone private page.com John cena private page - Follow
4d-Q Nov 25 - @
Still missing the other half of my life where are you my You won't have a happy life if you worry about what others
love @do I still have that precious soulmate that love say about you. Say hi if you love me
me so much, if you are the one can | get a big yes |love

¥ 9

23

Brian Wheat is with Mark A Commiso and 37
others.
2d-Q@
Hey guys I'm planning on opening an Orphanage Home for
orphans out there
Please | need support from my true and supportive fans
and also from my management

24




Owensboro Times - Follow
November 21,2023-@
American rock band Tesla will headine the Rock the Dam concert at the Beaver Dam
Amphitheater in July 2024, with support from Winger, FireHouse, and Paradise Kitty.

Lineup Announced for rock and roll concert in Beaver dam in July 2024
Americen ro  Dam concert a th

oon 21 comments 18 shares
D ke 2 share

and Tesla will headiine the er Dam Amphith

Q comment

4/29/2024

2
. Big deal next July hell that's 9 months . I'm going!!!
1d Like Reply 1€ 1d Like Reply 1Q
Phillip Meers What? Q‘ Brian Wheat )
1d Like Reply 3 Jerry Rudd | will be glad to see you
13h  Like Reply 10
.' Brian Wheat

Phillip Meers definitely . I
3h v ; . .
et =t o Brian Wheat Tesla is my favorite band!!!

13h  Like Reply 10
| wish we could get bands like this on the
* Brian Wheat

regular!

1d  Like Reply a€ Jerry Rudd message me now to get the
tickets
.‘ Brian Wheat
Janet Winklepleck & & @ 12h  Like Reply
13h Like Reply 1

@

Write a reply..
Write a reply.

26

CHATTING
WITH THE
ENEMY

27




ASKING FOR PICTURES
Scammers tend to ask for pictures
early in a chat so they can save them
to use for future fake profiles.

ASKING FOR INFO

They want to know who you are, what
you do, and where you live to use in
future fake profiles

SWEETALK

They hope calling their mark dear,
honey, or sweetie will earn their trust
and money.

THEIR STRATEGIES

GIFT CARDS

Scammers prefer gift cards (or
Bitcoin) to money because they're
easy to get and difficult to trace.

ANGRY REPLIES

Expect lots of insults and anger if you
don't follow their orders on what to
getand how to send it to them.

4/29/2024

y
4

<e ‘4 Jeremy Renner private page
Business chat

Thanks for supporting me and my
dream carrier dear | really do
@ appreciate it alot

@ Can you send me your photo sir

.

What is a dream carrier? Is that like

a dream catcher? | see those at the
vendor mall.

29

Yeah dude! This is one from a

recent museum trip.

10



How old are you dear

I'm in my 40s | think

Okay dear

Would you like to us meet in
private dear

4/29/2024

That would be fun could we shoot
bows and arrows

But you have to book a reservation
© for the but of us sir

I'm not sure if | have to book a

reservation for the but of us sir or
not

@ ?
It is not that cost dear it is just
50 dollar

Do 50 dollar include dinner for

the meeting

No baby the dinner is on me okay

Very cool N

% %
32
33

11
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hey jeremy i just emailed your agent

and he had me send it to him. let me
know if you get it

@ What agent

Creative Artist Agency. | believe his
name was John.

No

That is a scam

That's not my agent

Why will you do something like that
without informing me first

He was listed on the official website
for you, though. Just wanted to do

as much as | could with bothering
you, sir.

That's is a scam

Block him now

s

Oh shoot! Good looking out. |
thought since it was the official CAA
site and it listed you as a client that |

was safe. These scammers are
everywhere. Can't trust anyone, my
guy.

How did you send the money
to him?

Cashapp or zelle or bitcoin

I mailed him a check

No baby

How much did you Send to him ? 3

12



50 bucks like you said.

No dear you made a mistake
That's a scam

Dear can you send another 50 but
% this time you won't mail it

| don't think I'm gonna be able to do
that doll

4/29/2024

No you will send it to me
directly okay

You can use it to get a gift card

I just don't think | can this month

beautiful. I'm sorry to disappoint
you my love.

«

I just don't think | can this month
beautiful. I'm sorry to disappoint
you my love.

Baby this is for us to be together
Just do it

For our love dear

| will have to save maybe a dollar a
week for fifty weeks but that will be

very hard because of life, sugar
britches

@ Do. You have 20

Have 20 what?

Can you send the 20 | can try to add
to it okay

39
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| don't think | can spare that | have
diabetes and would have to go

without my insulin which would not
be good

Baby don't worry when | come | will
pay for all yours bills and also give
you 5k when | am going back okay

You don't have to be worried about
that dear

4/29/2024

40

Could you just pay the 50 out of that
5,000 dear?

| can't untill | am there with you baby
@ 1 wish | could | won't have asked you

| am sorry dear but | just don’t know
if our love is true. If it was then you

could just use 50 from that 5,000
for your fee to meet me.

Baby just do as | say and
let's continue

If you really want to be with me all
your life do what | say

@ Okay s

41
| don't think | do though. Not if it
means | can't pay for my insulin. |
have to take it all the time stud
muffin
| don't think | do though. Not if it
means | can't pay for my insulin.
| have to take it all the time stu...
@ Babe do you trust me ?
@ Oaw .
42

14



1

’; Donald trump private chat

\ 2]

Well wesley

Can you help me do something

Am so busy to do it my self

4/29/2024

Probably not. I'm not good
at anything!

Also just wanted to say myself is
one word.

]

™ Donald trump private chat

\ 2

I need you to go to a store and get
me a gift card

| could get it myself but I'm
S0 busy

You can do a lot of that stuff
online, you know. Just a few clicks!

15
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| know

But you know am so busy
M. with america

v

That's true. Lots of patriotic things
to do!

As your president will you do me a
favor back and go get me the card

What sorta card you need? Is it
one for using with a lawyer since
you've had to have lots of those
lately?

So can you go get it now it
important okay Wesley

it a steam card okay

And can you please be fast
™ aboutit

Nice! You game? Have you

played Fortnight?

16
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No i don't play fortnight

You are keeping me waiting okay

™. Thisis important

v

What sort of games do you like?

|77z

hello

Are you going to get it or not
please okay am busy

| will pay you back as soon asi
close from a meeting okay

Can you go get it now it important

Meetings are such a drag, am |
right? | was just curious what ya
liked.

Yes you are right okay

Can you go get it now Wesley

B 77

v

17
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| don't think | can right now but |
can send you a link to buy one
yourself. Probably could do that
quicker than chatting with your ol
pal, Wesley.

™

v

are you getting it Wesley

| can't right now am in a meeting
that why | told you to go get it for
me now and it important

But it would be easy to do. You can
do a lot of stuff online now. Just a
few clicks!

Look you mean a lot to me that
why i need you now to go get it
okay

Why are you saying this

I can't be in a meeting and be
buying something online okay

you know what account number

Steampowered.com if you wanna
check it out

Steam Store

Now | know you don't care
about me

-]

B (2

18
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Just booked my latest video

That is cool is it of you
wrestling someone

No

A new action movie it just 50$ to
book one are you ready to book

| actually found it on a free
download site so | just got it there.
I've been watching it for a little bit
now and it is very cool.

&  Come on not that okay
&

A

TE=RMINATOR7

w

It this one

Many people has book some of the
movie and there have
recommended me okay

So you have to be fast and book
now just for 508 okay

And the download site you are
downloading my movie from this
particullar movie is not there okay
so book now

No that's the one | have. Finished it
last night and it was big action fun. o7

19



Okay just book another of my action
movie 2024

Oh wow. You have another one you
finished up already? What is it
about?

vy

4/29/2024

It's cool interesting and nice you will
love it when you book it okay

So let move to the price okay

So hurry now

As much as | love your stuff, John, |
have to know the plot details before
| book a movie

It's cool interesting and nice you will
love it when you book it okay

So let move to the price okay

So hurry now

As much as | love your stuff, John, |
have to know the plot details before
| book a movie

20



John Cena private page

Okay

It is interesting and funny book now
and watch

y

4/29/2024

You can give me the money to book
the movie for you

Instead of you booking with large
amount of money on my website
| can buy it cheap for you

And also you get a reward for
that okay

| 7772223}

& John Cena private page
&

Sounds good. | just found you on
Venmo and sent the 50 dollars. Just
did a search for John Cena and
there you were.

No that account is been baned send
it here okay

21
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this is my venom details okay

@Elsie-Christopher-1

Elsie Christopher

ﬁ send me the screenshot of the
payment for proof and reference
okay

oh i just searched for John Cena on
venmo and sent it to @John-Cena-1 65

4 @ AxI Rose fan chat

Do you know that I'm currently
@ battling with bipolar disorder?

| heard that | think. How is that
going Ax|

22



I'm doing my best to win over it
and | believe in my victory And I'm
currently campaigning for those
who are in similar situations like
me and I'll like you to participate as
one of my top fan

Is Slash gonna help? Slash is
cool looking.

Yes he is. He's a co founder of
my campaign

4/29/2024

Very cool. Love his hat. Does he
have bipolar as well?

No he does not he's just
advocating on behalf of me and
other bipolar s

What a great man. And a great
hat, too.

Thank you so how will you like
to donate?

| can draw pretty well. | could draw
you and slash maybe and donate
that.

Will your drawing in any way help
other bipolar disorders just like me
who can't take care of themselves

| 722

23



You tell me, friend.

It's you and Slash high fiving
because he supports your charity
and wants to help his friend.

[

4/29/2024

<0 0 Dave grohl personal page @

Business chat

Yo! Been talking to Pat and he
thinks maybe it'd be cool for me to
join the band. | have one acoustic
guitar and a lot of heart.

0 200% to be a member of the band

That not bad. Would | get paid for

my services when we started
doing shows and recording?

Definitely
As long as you're good you

‘ get paid

| haven't learned any of your songs
yet but | can play "Friday I'm In
Love"” by The Cure. Trying to learn

that Bush song “Glycerine” now.

72
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You can learn it with the band once
0 you become a member

That is radical dude. I'm all about
the rock.
Yeah

0 It's so radical dude

You'll be getting the best, the best,
the best of me. | promise you,
Dave Grohl.

4/29/2024

73

Then get ready to be a
member dude
Where are you located?

When are you making the payment

74

Southern United States, sir. | gotta
sell some stuff on eBay before |

can hit you with that double
hundo.

. Ok dude @

Do you have any guitar tabs | could ‘
check our? ‘

When you're a member you can do

75

25



<0 Denzel Washington private

Business chat

° How are you doing?

Outstanding! Aside from my

diabetes and potential neuropathy.
How about you, sir?

I'm doing great thank you

You're healed in the name of the
Lord Jesus

4/29/2024

« D

Woah! Did you just fix my
diabetes, Denzel?

The Lord is healing you already

Okay

Nice. Do you know about how long
that takes?

222

77

Nice. Do you know about how
long that takes?

It's your faith that should be strong

e Trust the Lord our God

Amen. Just wanted to get an

approximate time it would be cool
to eat a KitKat.

78

26
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<O £ Jimmy buffet private page

Business chat

g Na Ur father die

Yeah he did, a couple years ago.

79

81

Okay

MTT EYWORT D
THEINTERACTIVE HOME OF MILEY CYRUS

LEVEL: VIP
MEMBERSHIP STATUS: Active

This i o certify that the above named fanis now a

register Jonny
5 benefit

and privileges thereto

% Verified Lovely Miley Cyrus
b Business chat

The Regular Membership fan card will
costs you about $335.

The VIP Membership fan card will
costs you about $695.

And the VVIP Membership fan card
will costs you about $800

And the difference between
them are....

For the Regular, you'll only have
access to me here time to time | will
text you very well and you'll be
gaining access to free Netflix
Subscription monthly to watch my
movies.

For the VIP, you'll get 2 free movie
tickets, 2 free concert tickets, my
WhatsApp number and able meet up
with me.

1:04¢ w e

MESSAGEFAILED2SEND

For the VIP, you'll get 2 free movie
tickets, 2 free concert tickets, my
WhatsApp number and able meet up
with me.

And for the VVIP, you'll have a 50%
Discount at all CJ Restaurants and
bakeries all over the world, can also
get access to me when I'm at your
home zone for a show or visitation we
could have enough fun and later end
it up on the bed with me and the last
benefits is that you'll be getting a
random check monthly.

©

it could | get for 5 dollar:

27



Are you there

&

Not right now
f" Are you there
o
6{: When
Not ye

Let me know what's going on with you
there before | nee to forward your ‘i‘a Okay
details to my manager so that they o

% can start working on it

; ‘ﬁ Are you there
3

Should be in a few hours

‘\*‘ Are you there
“  Okay

e :

4/29/2024

the card now

So did you have interest in buying
|

A

alayé (colloquial, slang) powerful or impactful
person. ( colloquial, slang) thug. (Internet, text. messaging, criminal
slang) a code word used by. scammers to reveal themselves to each
other.
Scribd
© et

ment what 0. i
What Is Alaye - Google Search | PDF | Linguistics - Scribd

84
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< ® ELON MUSK f

® alaye'sup ~ (——

If you says you don't know me Elon
® musk then you are catching fun

Friday 7:30 PM

\\\\\\\ WHEN RETAIL

MEETS
IMPOSTER
SCAMS

86
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29



Newsweek 30
f you see your favorite celebrity promoting some sort of product or deal online, think twice before
giving away your credit card details. Celebrity deepfakes have been scamming Americans out of
billions, and supporters of mega-celebrities like Taylor Swift and Oprah have fallen for it. Experts dove a
little deeper with Newsweek on how it's done and what to do about it if it happens to you.

Altogether, Americans have lost $2.7 billion from the social media scam tactics, according to the Federal
‘Trade Commission. By manipulating a celebrity's likeness, social media users have found themselves
handing over their financial information and losing hundreds if not thousands of dollars,

One scam suggests Taylor Swift is giving out free Le Creuset products by using a synthetic but believable
Voice and video showing Swift speaking. The ad then asks users to put in their banking information to pay
shipping fees before having multiple charges secretly tacked on.

Another scam saw what seemed to be Luke Combs sell weight loss qummies. And yet another had Tor X
Hanks adverts

Vacation homes

88
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JUST IN CASE YOU THINK IT'S NOT
BELIEVABLE.

Leavenworth woman loses
nearly $100K in celebrity
impostor scam

LEAVENWORTH, Kan o
people living outside of the United States.

| Mother charged after 6-month-old found dead in Kansas City field >

Leavenworth C Todd d

becoming victims of similar schemes.

advantage of” rarely
solvable,
world:

h singer Neal McCoy
persuaded her into sending h, cell ph ds, git card

numbers, and proceeds from selling an antique vehicle.

90
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Owensboro woman warns public of 'celebrity scams' on 'Today"
show

fx=ew8n

Owensboro resident Jane Head was being encouraging last spring, when she messaged NBC reporter Jacob Soboroff on
his official Facebook page, complimenting him on one of his stories.

So, when someone claiming to be Soboroff messaged Head from what appeared to be Soboroffs verified Facebook page,
she was thrilled. Submit Your News

& ahiays nteested i hearing about
5 know wnars Qoing onl

Months later, a member of Head's family contacted NBC, afterlearning the person claiming to be Soboroff has scammed
Head out of thousands of dolars. A segment about Head's story ran Friday on NBC's “Today” show

Head said Friday morning she shared her story to encourage other peopie taken in “celebrity” scams o reach out for help.

4/29/2024
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WHAT CAN WE DO?

EDUCATE STAFF

Scam spotting training for staff. Have
a plan in place for handling patron
requests for obvious scams.
KnowBed training is VERY good

SECURE YOUR NETWORK

This is VERY important for numerous
reasons. It won't keep your patrons
from engaging with scammers on FB,
though.

EDUCATE THE PUBLIC

This is a topic that fascinates the
public. A staff or outside expert-led
class on scam safety would be very
valuable

BE SAFE IF YOU TROLL

Chatting with scammers can be
treacherous. Never click links, don't
save images they send, and never
reveal real information.

93

172
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USEFUL LINKS

* https://www.aura.com/learn/social-media-scams

* Aura is a for-pay identity theft protection service
that often posts articles about scams and online
safety for free on their website.

* https://www.ftc.gov/system/files/ftc gov/pdf/CSN-

Annual-Data-Book-2023.pdf
 Data book with infographics on 2023 scams
* https://staysafeonline.org/

* Agreat resource from the National Cybersecurity

* https://www.knowbe4.com/

« Security Awareness Training for staff

4/29/2024
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“Eye-opening’
KEA"“ e

*Fabulous

JEREMY VINE
n E E v E s e
PETER JAMES.

L o' E THE MURKY
WORLD OF ONLINE
wl I “ ROMANCE FRAUD

BECKY
YOU  oumes

95
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CAMPSIDE

SCAMMER
PAYBACK

98

THANK YOU

Wesley Johnson
wjohnson@dcplibrary.org
Instagram.com/MessageFailed2Send

99
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