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YOU’RE NOT 
TALKING TO 
GARTH 
BROOKS
A Deep Dive Into Online Scams 

A/S/L?

45, Male, Owensboro, KY 

I’m Wesley and I work at the Daviess County Public Library 

in Owensboro. For the longest time, I’ve been scam and 

heist-obsessed.
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SCAMMER FACTIONS

SAKAWA BOYS (GHANA)
“…combine modern Internet-based 
fraud with African traditionalist rituals. 
The term or word Sakawa is a Hausa 
word which means putting inside, how 
to make money.” –(Wikpedia.com)

YAHOO BOYS (NIGERIA)
“…descendants of the infamous 419 
scammers, who, first with letters, and 
later in emails, promised to help 
strangers get rich for a nominal 
advance fee.” – (longreads.com)
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TYPES OF SCAMS

PHISHING
Stealing info via email. Variations 
include vishing (voice mail), smishing 
(SMS), whaling (going after a CEO).

VENMO REQUESTS
Scammers flood users with money 
requests hoping that the confusion 
leads to money being sent their way

TECH SUPPORT
A phony pop-up tells a user their PC 
is infected & urges them to call for 
help. Scammers gain remote access.

FAKE SALES/RETAIL
Scammers create a website and 
marketing material that looks like a 
real brand to convince them to order.

419 SCAMS
A request to help a royal withdraw money 
from a US account and send him the 
money. Evolved into imposter/romance.
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IMPOSTER/ROMANCE
Fake profiles (celebrities & non-celebrities) 
are created to lure victims hoping for 
romance into giving the money
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FAKE SALES

HEYDUDESHOESUSA.TOP
Actually it’s HeyDude.com.

HEYDUDSSHOESUSA.COM
HeyDude.com, my friend. 

HEY-D.COM
Yeah, HeyDude.com

HEYDUDESSTORES.COM
Nope. HeyDude.com.

HEYDUDEOES.US
Ummm
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WHAT WOULD 
YOU DO?
A patron approaches your info desk attempting to 

send a signed for to his fiancé that gives their 

future wife/husband they haven’t met yet full 

access to their bank account…
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IMPOSTER & 
ROMANCE 

SCAMS
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CHATTING 
WITH THE 

ENEMY
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THEIR STRATEGIES

ASKING FOR PICTURES
Scammers tend to ask for pictures 
early in a chat so they can save them 
to use for future fake profiles.

ASKING FOR INFO
They want to know who you are, what 
you do, and where you live to use in 
future fake profiles

SWEETALK
They hope calling their mark dear, 
honey, or sweetie will earn their trust 
and money. 

GIFT CARDS
Scammers prefer gift cards (or 
Bitcoin) to money because they’re 
easy to get and difficult to trace. 

ANGRY REPLIES
Expect lots of insults and anger if you 
don’t follow their orders on what to 
get and how to send it to them. 

28

29

30

28

29

30



4/29/2024

11

31

32

33

31

32

33



4/29/2024

12

34

35

36

34

35

36



4/29/2024

13

37

38

39

37

38

39



4/29/2024

14

40

41

42

40

41

42



4/29/2024

15

43

44

45

43

44

45



4/29/2024

16

46

47

48

46

47

48



4/29/2024

17

49

50

51

49

50

51



4/29/2024

18

52

53

54

52

53

54



4/29/2024

19

55

56

57

55

56

57



4/29/2024

20

58

59

60

58

59

60



4/29/2024

21

61

62

63

61

62

63



4/29/2024

22

64

65

66

64

65

66



4/29/2024

23

67

68

69

67

68

69



4/29/2024

24

70

71

72

70

71

72



4/29/2024

25

73

74

75

73

74

75



4/29/2024

26

76

77

78

76

77

78



4/29/2024

27

79

VIP CARDS
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WHEN RETAIL 
MEETS 

IMPOSTER 
SCAMS
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JUST IN CASE YOU THINK IT’S NOT 
BELIEVABLE.
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WHAT CAN WE DO?

EDUCATE STAFF
Scam spotting training for staff. Have 
a plan in place for handling patron 
requests for obvious scams. 
KnowBe4 training is VERY good. 

EDUCATE THE PUBLIC
This is a topic that fascinates the 
public. A staff or outside expert-led 
class on scam safety would be very 
valuable. 

SECURE YOUR NETWORK
This is VERY important for numerous 
reasons. It won’t keep your patrons 
from engaging with scammers on FB, 
though. 

BE SAFE IF YOU TROLL
Chatting with scammers can be 
treacherous. Never click links, don’t 
save images they send, and never 
reveal real information.
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• https://www.aura.com/learn/social-media-scams
• Aura is a for-pay identity theft protection service 

that often posts articles about scams and online 
safety for free on their website.

• https://www.ftc.gov/system/files/ftc_gov/pdf/CSN-
Annual-Data-Book-2023.pdf
• Data book with infographics on 2023 scams

• https://staysafeonline.org/
• A great resource from the National Cybersecurity 

Alliance
• https://www.knowbe4.com/

• Security Awareness Training for staff

USEFUL LINKS
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THANK YOU
Wesley Johnson

wjohnson@dcplibrary.org

Instagram.com/MessageFailed2Send
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