
Basic Basic 
Electronic Records Electronic Records 
Management and Management and 

PreservationPreservation
NAGARA/COSA Annual MeetingNAGARA/COSA Annual Meeting

Nashville, TNNashville, TN
July 13, 2011July 13, 2011



7/13/20117/13/2011 22

Mark MyersMark Myers
Electronic Records ArchivistElectronic Records Archivist

Public Records Division, Public Records Division, 
Kentucky Department for Libraries and ArchivesKentucky Department for Libraries and Archives

EE--mail:  mail:  mark.myers@kmark.myers@ky.govy.gov
Phone:Phone: (502)564(502)564--8300 Ext. 2448300 Ext. 244



7/13/20117/13/2011 33

What is Electronic Records What is Electronic Records 
Retention?Retention?

““The act of retaining computerThe act of retaining computer--based based 
records in digital storage media for records in digital storage media for 
specified, predetermined periods of time specified, predetermined periods of time 
commensurate with their value, with commensurate with their value, with 
subsequent disposal or permanent subsequent disposal or permanent 
preservation as a matter of official preservation as a matter of official 
organizational policy.organizational policy.””

Stephens and WallaceStephens and Wallace
Electronic Records RetentionElectronic Records Retention
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Records ManagementRecords Management--Archival Archival 
PrincipalsPrincipals

Records ManagementRecords Management
Records Should be Clearly Records Should be Clearly 
IdentifiedIdentified
Records Go Through Records Go Through 
““StagesStages”” in their in their ““Life  Life  
CycleCycle””
Records Should be Records Should be 
Scheduled for DispositionScheduled for Disposition
Inactive Records Should be Inactive Records Should be 
Placed in LowPlaced in Low--Cost Cost 
““Records CenterRecords Center”” StorageStorage
Records Should be Records Should be 
Destroyed in the Normal Destroyed in the Normal 
Course of BusinessCourse of Business

ArchivalArchival
Records are Managed at the Records are Managed at the 
Aggregate or Group LevelAggregate or Group Level
Records are Appraised for Records are Appraised for 
their Evidential and their Evidential and 
Informational ValueInformational Value
Arrangement is Based Upon Arrangement is Based Upon 
Provenance and Original Provenance and Original 
OrderOrder
Preservation Involves Both Preservation Involves Both 
Physical Property and Physical Property and 
Intellectual ContentIntellectual Content
Access to Historical Records Access to Historical Records 
is Key to the Archival Missionis Key to the Archival Mission
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Records Management Records Management 
ChallengesChallenges

If youIf you’’re like most governments . . . re like most governments . . . 
Tradition of under investing in records Tradition of under investing in records 
managementmanagement
The whole employee base is affectedThe whole employee base is affected
Records are all over the placeRecords are all over the place
Systems werenSystems weren’’t designed for records t designed for records 
managementmanagement
Tend to operate in functional silosTend to operate in functional silos
Nobody is in charge to the whole programNobody is in charge to the whole program
The problemThe problem’’s getting bigger every days getting bigger every day
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Operational Challenges of Operational Challenges of 
Electronic RecordsElectronic Records

Increasing proliferation of electronic recordsIncreasing proliferation of electronic records
Ease of duplication and dissemination Ease of duplication and dissemination 
Limited controlLimited control
Instantaneous change / updates Instantaneous change / updates 
Lack of systematic indexing or classificationLack of systematic indexing or classification
Old legacy systems that need to be updatedOld legacy systems that need to be updated
Processes are automated without considering Processes are automated without considering 
recordkeeping needsrecordkeeping needs
System resources, not records, are managedSystem resources, not records, are managed



What is a Record?What is a Record?
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What is Information?What is Information?

““Communication of knowledgeCommunication of knowledge””

RobekRobek, Brown & Stephens, , Brown & Stephens, 
Information and Records Management, 4Information and Records Management, 4thth eded
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What is Information?What is Information?

Types of Types of 
information:information:
Static Static vsvs DynamicDynamic
Recurring Recurring vsvs
NonrecurringNonrecurring
Action Action vsvs NonactionNonaction
Internal Internal vsvs ExternalExternal

Characteristics of Characteristics of 
Information:Information:
Human Readable Human Readable 
vsvs Machine Machine 
ReadableReadable
Active Active vsvs InactiveInactive
Official Official vsvs
NonofficialNonofficial
Documentary Documentary vsvs
NondocumentaryNondocumentary
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What is a Document?What is a Document?

““Recorded Information or object that can be Recorded Information or object that can be 
treated (or filed) as a unit.treated (or filed) as a unit.””

Taken from ISO 15489(1) Taken from ISO 15489(1) –– Information and DocumentationInformation and Documentation--
Records ManagementRecords Management
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Records as EvidenceRecords as Evidence

Federal Uniform Rules of Evidence, Article Federal Uniform Rules of Evidence, Article 
VIII, Rule 803 (6) Hearsay exceptionsVIII, Rule 803 (6) Hearsay exceptions
Records of Records of regularly conducted activityregularly conducted activity. A memorandum, . A memorandum, 
report, record, or data compilation, report, record, or data compilation, in any formin any form, of acts, events, , of acts, events, 
conditions, opinions, or diagnoses, made at or near the time conditions, opinions, or diagnoses, made at or near the time 
by, or from information transmitted by, a person with by, or from information transmitted by, a person with 
knowledge, if knowledge, if kept in the course of a regularly conducted kept in the course of a regularly conducted 
business activitybusiness activity, and if it was the regular practice of that , and if it was the regular practice of that 
business activity to make the memorandum, report, record, or business activity to make the memorandum, report, record, or 
data compilation, all as shown by the testimony of the data compilation, all as shown by the testimony of the 
custodian or other qualified witness, unless the source of custodian or other qualified witness, unless the source of 
information or the method or circumstances of preparation information or the method or circumstances of preparation 
indicate lack of trustworthiness.indicate lack of trustworthiness.
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Records as EvidenceRecords as Evidence

Kentucky Rules of Evidence, Rule 1001 Kentucky Rules of Evidence, Rule 1001 
(1)(1)
Writings and recordings. "Writings" and Writings and recordings. "Writings" and 
"recordings" consist of letters, words, or "recordings" consist of letters, words, or 
numbers, or their equivalent, set down by numbers, or their equivalent, set down by 
handwriting, typewriting, printing, handwriting, typewriting, printing, photostatingphotostating, , 
photographing, magnetic impulse, mechanical or photographing, magnetic impulse, mechanical or 
electronic recording, or other form of data electronic recording, or other form of data 
compilation.compilation.



7/13/20117/13/2011 1313

Public (Government) RecordPublic (Government) Record

KRS 171.410KRS 171.410 defines a public record as:defines a public record as:

““all books, papers, maps, photographs, cards, tapes, all books, papers, maps, photographs, cards, tapes, 
disks, diskettes, recordings and other disks, diskettes, recordings and other 
documentary materials, regardless of physical form documentary materials, regardless of physical form 
or characteristics, or characteristics, 
which are prepared, owned, used, in the possession which are prepared, owned, used, in the possession 
of or retained by a public agency.of or retained by a public agency.””
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Public Public (Government)(Government) RecordRecord

TCA 10TCA 10--77--301(6)301(6) defines a public record as: defines a public record as: 

““. . .. . . allall documentsdocuments, papers, letters, maps, , papers, letters, maps, 
books, photographs, microfilms, electronic books, photographs, microfilms, electronic 
data processing files and output, films, sound data processing files and output, films, sound 
recordings, or other material,recordings, or other material, regardless of regardless of 
physical form or characteristicsphysical form or characteristics made or made or 
receivedreceived pursuant to law or ordinance pursuant to law or ordinance or in or in 
connection withconnection with thethe transaction of official transaction of official 
businessbusiness by any governmental agencyby any governmental agency””



7/13/20117/13/2011 1515

National Archives and National Archives and 
Records AdministrationRecords Administration

““Records. Records. Includes all books, papers, maps, photographs, Includes all books, papers, maps, photographs, 
machinemachine--readable materials, or other documentary readable materials, or other documentary 
materials, materials, regardless of physical formregardless of physical form or characteristics, or characteristics, 
made or receivedmade or received by an agency of the United States by an agency of the United States 
Government under Federal law or in connection with the Government under Federal law or in connection with the 
transaction of public businesstransaction of public business and and preservedpreserved or appropriate or appropriate 
for preservation by that agency or its legitimate successor for preservation by that agency or its legitimate successor 
as as evidence evidence of the organization, functions, policies, of the organization, functions, policies, 
decisions, procedures, operations, or other activities of the decisions, procedures, operations, or other activities of the 
Government or because of the Government or because of the informational valueinformational value of data of data 
in them. in them. (Source: 36 CFR 1220.14)(Source: 36 CFR 1220.14)””



7/13/20117/13/2011 1616

Business RecordBusiness Record

A record created, received, and A record created, received, and maintained maintained 
as evidenceas evidence and information by an and information by an 
organization, in pursuance of organization, in pursuance of legal legal 
obligationsobligations or in the or in the transaction of transaction of 
businessbusiness..

Taken from Taken from ISO 15489(1) ISO 15489(1) –– Information and DocumentationInformation and Documentation--
Records ManagementRecords Management
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What is an Electronic Record?What is an Electronic Record?
Uniform Electronic Transaction Act (UETA)Uniform Electronic Transaction Act (UETA) defines defines 

electronic record as:electronic record as:

““a record created, generated, sent, communicated, received, a record created, generated, sent, communicated, received, 
or stored by electronic means.or stored by electronic means.””

““Computer Record!Computer Record!””

(UETA)(UETA)
–– Model Law passed in 47 states (as of July 2011)Model Law passed in 47 states (as of July 2011)
–– Follows the federal Follows the federal EE--SIGN ActSIGN Act
–– Validates the use of electronic records, and electronic Validates the use of electronic records, and electronic 

signaturessignatures
–– Excludes certain types of transactions Excludes certain types of transactions –– notably Real notably Real 

PropertyProperty
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States and Territories that have enacted UETA
(Source:  National Conference of State Legislatures, July, 12, 2011)

http://www.ncsl.org/IssuesResearch/TelecommunicationsInformationTechnology/UniformElectronicTransactionsActs/tabid/13484/Default.aspx
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Characteristics of Records?Characteristics of Records?

ContentContent --
–– What information (data) does the record contain?What information (data) does the record contain?

StructureStructure
–– appearance and arrangement of the content appearance and arrangement of the content 

ContextContext --
–– Who created the record, when, why and for what Who created the record, when, why and for what 

purpose?purpose?
–– How it relates to other records.How it relates to other records.

“Data”

“Metadata”
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Characteristics of a RecordCharacteristics of a Record

Regardless of FormatRegardless of Format
–– PaperPaper
–– MicroformMicroform
–– Electronic RecordsElectronic Records

EmailEmail
Digital ImagingDigital Imaging

–– Audio/VideoAudio/Video
–– Physical Objects (Artifacts)Physical Objects (Artifacts)

Eye Readable

Machine 
Readable
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Characteristics of Electronic RecordsCharacteristics of Electronic Records

Born Digital Born Digital 
–– Have always been created electronically, Have always been created electronically, 

Records previously produced in hard copy that Records previously produced in hard copy that 
are now produced electronically are now produced electronically 

Hard copy records that are being reformatted Hard copy records that are being reformatted 
into an electronic forminto an electronic form
–– ImagingImaging
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Records Life CycleRecords Life Cycle

BirthBirth -- Creation or receiptCreation or receipt

Working lifeWorking life
–– Active records Active records –– accessed more than 1/monthaccessed more than 1/month

–– Inactive records Inactive records –– less than 1/monthless than 1/month

DeathDeath -- Ultimate disposition Ultimate disposition 
(destruction or transfer to an archive)(destruction or transfer to an archive)



Questions?Questions?



Designing an Effective Designing an Effective 
Records Management Records Management 

ProgramProgram

““Information which is not Information which is not 
communicated is valueless, and communicated is valueless, and 

information that cannot be found is information that cannot be found is 
similarly worthless.similarly worthless.””

RobekRobek, Brown & Stephens, , Brown & Stephens, 
Information and Records Management, 4Information and Records Management, 4thth eded
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What is a Records Management What is a Records Management 
Program?Program?

Records InventoryRecords Inventory
Records Retention Records Retention 
ScheduleSchedule
Active Records Active Records 
ManagementManagement
Electronic Records Electronic Records 
ManagementManagement
Inactive records Inactive records 
managementmanagement

Records DispositionRecords Disposition
–– Record DestructionRecord Destruction
–– Archival Record Archival Record 

ManagementManagement

Vital Records Vital Records 
ProtectionProtection
Disaster Recovery Disaster Recovery 
PlanningPlanning
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Creating a Records Creating a Records 
Management ProgramManagement Program

Step 1:  Ensure Accountability and Step 1:  Ensure Accountability and 
ManagementManagement
Obtain management support!!!Obtain management support!!!
Appoint a records officerAppoint a records officer
Form a Records Management TeamForm a Records Management Team
–– All major stakeholders:  IT, Legal, FiscalAll major stakeholders:  IT, Legal, Fiscal
–– All departmental unitsAll departmental units
–– Management & StaffManagement & Staff
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Creating a Records Creating a Records 
Management ProgramManagement Program

Step 2:  Assess your Starting PositionStep 2:  Assess your Starting Position
Records InventoryRecords Inventory
–– All records All records –– paper, electronicpaper, electronic

Examine existing policies & proceduresExamine existing policies & procedures
Current capabilitiesCurrent capabilities
Identify highIdentify high--risk areasrisk areas
–– Regulations, business operations, litigationRegulations, business operations, litigation
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Creating a Records Creating a Records 
Management ProgramManagement Program

Step 3:  Records Retention ScheduleStep 3:  Records Retention Schedule
Foundation of the programFoundation of the program
Sets Sets minimum retention periodsminimum retention periods
Covers all mediaCovers all media
Clear destruction proceduresClear destruction procedures
Always being updatedAlways being updated
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Records Retention ScheduleRecords Retention Schedule

Establish Retention PeriodsEstablish Retention Periods
–– Operational/Administrative ValueOperational/Administrative Value
–– Fiscal Value Fiscal Value 
–– Legal ValueLegal Value
–– Historic ValueHistoric Value
Balance Balance 
–– Legal and Operational useLegal and Operational use
–– IT and cheap storageIT and cheap storage
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Other ConsiderationsOther Considerations

Is this a vital record?Is this a vital record?
Volume Volume -- Annual accumulationAnnual accumulation
Access/Reference RateAccess/Reference Rate
Input and output recordsInput and output records
Date spanDate span
FormatsFormats
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Creating a Records Creating a Records 
Management ProgramManagement Program

Step 4:  ImplementationStep 4:  Implementation
Process not an eventProcess not an event
Get a win earlyGet a win early
–– Start with paper recordsStart with paper records

Protect HighProtect High--Risk areasRisk areas
Ensure complianceEnsure compliance
–– Policies & Procedures Policies & Procedures 
–– Training & EducationTraining & Education
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Why Develop a Records Management Why Develop a Records Management 
Program?Program?

Better Access & ControlBetter Access & Control
Retrieve info quickly and Retrieve info quickly and 
efficiently efficiently 
Use the right information Use the right information 
technology for the right technology for the right 
reasons. reasons. 
Retain the records Retain the records 
needed as evidenceneeded as evidence

Managed RetentionManaged Retention
Gets rid of obsolete Gets rid of obsolete 
records.records.
Lower storage costsLower storage costs
–– IT & Paper storageIT & Paper storage

Store records safely and Store records safely and 
securely.securely.

Measure the cost savings from:
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Objectives of a Records Objectives of a Records 
Management ProgramManagement Program
Active Records ManagementActive Records Management

–– Classification and filing systemClassification and filing system
–– Optimal locationOptimal location
–– Official file stationsOfficial file stations
–– Optimal storage mediumOptimal storage medium
–– Proper access & security controlsProper access & security controls

Active 
Records:
Records 
Accessed at 
least once a 
month
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Objectives of a Records Objectives of a Records 
Management ProgramManagement Program

Inactive Records ManagementInactive Records Management
–– Low cost Low cost –– high volume storagehigh volume storage

Can be offCan be off--sitesite
Can be handled by 3Can be handled by 3rdrd partyparty

–– Slower Access/RetrievalSlower Access/Retrieval
–– Designed for longDesigned for long--term recordsterm records

Inactive 
Records:
Records 
accessed less 
than once a 
month
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Policies & ProceduresPolicies & Procedures

Control Access & UseControl Access & Use
–– Access ProceduresAccess Procedures
–– Appropriate ContentAppropriate Content
–– Indexing & NamingIndexing & Naming
–– Security & PasswordsSecurity & Passwords

Retention & Retention & 
DestructionDestruction
–– Regulatory & Regulatory & 

Compliance Compliance 
considerationsconsiderations

–– ImplementationImplementation
How to destroyHow to destroy
Approval processApproval process

Define Policy Scope



Issues in Managing Issues in Managing 
Electronic RecordsElectronic Records
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What is Electronic Records What is Electronic Records 
Retention?Retention?

““The act of retaining computerThe act of retaining computer--based based 
records in digital storage media for records in digital storage media for 
specified, predetermined periods of time specified, predetermined periods of time 
commensurate with their value, with commensurate with their value, with 
subsequent disposal or permanent subsequent disposal or permanent 
preservation as a matter of official preservation as a matter of official 
organizational policy.organizational policy.””

Stephens and WallaceStephens and Wallace
Electronic Records RetentionElectronic Records Retention
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Types of Electronic RecordsTypes of Electronic Records
Complex structured dataComplex structured data
–– Relational database Relational database 

(Oracle)(Oracle)
–– Object oriented Object oriented 

database (e.g. MS database (e.g. MS 
Access)Access)

SemiSemi--structured text structured text 
recordsrecords
–– Electronic mail Electronic mail 

databasedatabase

Unstructured filesUnstructured files
–– Word processing filesWord processing files
–– Text databases Text databases 

(Notes, litigation (Notes, litigation 
support)support)

Software dependent Software dependent 
systemssystems
–– GISGIS
–– Imaging systemsImaging systems
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Characteristics of an Electronic RecordCharacteristics of an Electronic Record

Four essential characteristics:Four essential characteristics:
–– AuthenticityAuthenticity--A record must be what it purports to A record must be what it purports to 

be.be.
–– ReliabilityReliability--A record must be a full and accurate A record must be a full and accurate 

representation of the transactions, activities, or representation of the transactions, activities, or 
facts to which it attests.facts to which it attests.

–– IntegrityIntegrity--A record must be complete and A record must be complete and 
unaltered.unaltered.

–– UsabilityUsability--A record must be able to be located, A record must be able to be located, 
retrieved, presented, and interpreted.retrieved, presented, and interpreted.
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Authenticity + Reliability = Authenticity + Reliability = 
TRUSTTRUST
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Authenticity & ReliabilityAuthenticity & Reliability

““Virtually all determination of authenticity or Virtually all determination of authenticity or 
integrity in the digital environment integrity in the digital environment 
ultimately ultimately depends on trustdepends on trust.  We verify the .  We verify the 
source of claims about digital objects or, source of claims about digital objects or, 
more generally, claims about sets of digital more generally, claims about sets of digital 
objects and other claims and, on the basis objects and other claims and, on the basis 
of that source, of that source, assign a level of beliefassign a level of belief or or 
trust to the claims.trust to the claims.””

Clifford Lynch, “Authenticity and Integrity in the Digital Environment:  An 
Exploratory Analysis of the Central Role of Trust.” CLIR
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Authenticity &ReliabilityAuthenticity &Reliability
““An authentic record is one that can be provenAn authentic record is one that can be proven
–– to be what it purports to be,to be what it purports to be,
–– to have been created or sent by the person purported to have creto have been created or sent by the person purported to have created or sent it, ated or sent it, 

andand
–– to have been created or sent at the time purported.to have been created or sent at the time purported.

““To ensure the authenticity of records, organizations To ensure the authenticity of records, organizations 
should implement and document policies and should implement and document policies and 
procedures which control the creation, receipt, procedures which control the creation, receipt, 
transmission, maintenance and disposition of records to transmission, maintenance and disposition of records to 
ensure that records creators are authorized and ensure that records creators are authorized and 
identified and that records are protected against identified and that records are protected against 
unauthorized addition, deletion, alteration, use and unauthorized addition, deletion, alteration, use and 
concealment.concealment.””
ISO 15489(1) – Information and Documentation-Records Management



7/13/20117/13/2011 4343

European Union:  PLANETSEuropean Union:  PLANETS

Christoph Becker, et. al. “Preserving Interactive Mutimedia Art,” 2007  http://www.planets-
project.eu/docs/presentations/ICADL_2007_ChristophBecker_Interactiveart.pdf
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Determining AuthenticityDetermining Authenticity
Since we donSince we don’’t have a stable digital object, t have a stable digital object, 
we canwe can
–– Document the process used to create itDocument the process used to create it

MinnesotaMinnesota’’s Trustworthy Information Systemss Trustworthy Information Systems
–– Compare it with other known copiesCompare it with other known copies

LOCKSSLOCKSS
–– Maintain an audit trail of transformationsMaintain an audit trail of transformations
–– Specify the properties/attributes necessary for Specify the properties/attributes necessary for 

authenticityauthenticity
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Integrity:  Protecting the recordsIntegrity:  Protecting the records

Must be secureMust be secure
–– Allow for proper access the systemAllow for proper access the system

Authentication and authorizationsAuthentication and authorizations
Audit TrailsAudit Trails

–– Protect informationProtect information
Improper accessImproper access
Protect from data lossProtect from data loss
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Integrity Integrity -- Data Handling PoliciesData Handling Policies
Put limits on data collectionPut limits on data collection
““Do you really need all of that information?Do you really need all of that information?””
Limit data display and disclosureLimit data display and disclosure
–– DonDon’’t print SSN on unnecessary documentst print SSN on unnecessary documents
–– DonDon’’t use SSN to link files, as an account t use SSN to link files, as an account 

number, etc.number, etc.
Restrict data access to staff Restrict data access to staff 
Conduct regular staff trainingConduct regular staff training
Social Networking (MySpace/Facebook) Social Networking (MySpace/Facebook) 
presenting new challenges to presenting new challenges to ““privacyprivacy””
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Integrity Integrity -- Data Security Data Security 

Inventory Data (Records Schedules)Inventory Data (Records Schedules)
–– Know where your data isKnow where your data is
–– Segregate sensitive data from open dataSegregate sensitive data from open data

Avoid the Avoid the ““Bagel DefenseBagel Defense””
–– Hard exterior / soft interiorHard exterior / soft interior

Think outside the boxThink outside the box
–– Laptops, Blackberries/Laptops, Blackberries/PDAsPDAs, , 

mobile computingmobile computing

Need policies and guidelinesNeed policies and guidelines
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Integrity Integrity –– Data ProtectionData Protection
Invest in ProtectionInvest in Protection

Firewalls and Network SecurityFirewalls and Network Security
–– Make sure software is up to dateMake sure software is up to date

Regular updates & patchesRegular updates & patches
Test before installing on entire networkTest before installing on entire network

–– Password protect all PCPassword protect all PC’’ss
Train employees in proper use of passwordsTrain employees in proper use of passwords
Require logRequire log--ins and registrationins and registration

Install AntiInstall Anti--virus softwarevirus software
–– Keep it updated!!Keep it updated!!
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Integrity Integrity –– Data SecurityData Security

BackBack--upup
On a routine basisOn a routine basis
–– Daily, Weekly, MonthlyDaily, Weekly, Monthly
–– Different systems may have different backDifferent systems may have different back--up up 

schedules.schedules.
Emergency restoration only Emergency restoration only –– not for not for 
records storage/managementrecords storage/management
Store backStore back--up tapes offsiteup tapes offsite
Business/Sensitive data Business/Sensitive data -- Use encryptionUse encryption
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Usability Usability –– Accessing the RecordAccessing the Record

For the For the EntireEntire Life of the RecordLife of the Record
Must design electronic systems with Must design electronic systems with 
access in mind!access in mind!
–– Internal Internal –– ExternalExternal
–– Formats Formats -- MediaMedia
–– Restricting AccessRestricting Access
–– Incorporate retention requirementsIncorporate retention requirements
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Usability Usability –– Accessing the RecordAccessing the Record

AdvantagesAdvantages
Storage CapacityStorage Capacity
Rapid RetrievalRapid Retrieval
IndexingIndexing
Immediate RecordingImmediate Recording
Multiple Access Multiple Access 
pointspoints
–– InternalInternal
–– ExternalExternal

DisadvantagesDisadvantages
High CostHigh Cost
–– EquipmentEquipment
–– Backfile ConversionBackfile Conversion
–– MaintenanceMaintenance
–– MigrationMigration

Vendor ResponsibilityVendor Responsibility
Not an Archival Not an Archival 
MediumMedium
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Other Electronic Records Issues:  Other Electronic Records Issues:  
Managing Desktop RecordsManaging Desktop Records

Unstructured RecordsUnstructured Records
–– Office applicationsOffice applications
““PersonalPersonal”” versus versus ““OfficialOfficial”” recordsrecords
Loosely organizedLoosely organized
Often not backedOften not backed--upup
Need a Need a ““Desktop Records Management Desktop Records Management 
PolicyPolicy””
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Other Electronic Records Issues:  Other Electronic Records Issues:  
Managing Desktop RecordsManaging Desktop Records

Desktop Records Management Policy Desktop Records Management Policy 
should cover:should cover:
–– Purpose/User ResponsibilitiesPurpose/User Responsibilities
–– Filing instructionsFiling instructions

OrganizationOrganization
LocationLocation

–– Retention/Disposition InstructionsRetention/Disposition Instructions
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Electronic Records Management Electronic Records Management 
ToolsTools

International Standard (ISO) 15489International Standard (ISO) 15489--11
Information and documentation Information and documentation –– Records Records 
management management –– Part 1: GeneralPart 1: General

Technical Report ISO/TR 15489Technical Report ISO/TR 15489--22
Information and documentation Information and documentation -- Records Records 
management management –– Part 2: Guidelines  Part 2: Guidelines  
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ISO 15489ISO 15489--11
Broad principles Broad principles 
and requirements and requirements 
of records of records 
managementmanagement

ISO/TR 15489ISO/TR 15489--22
Methodologies  Methodologies  
that comply with that comply with 
the standardthe standard
Reference TablesReference Tables
BibliographyBibliography

ISO 15489 Records ManagementISO 15489 Records Management
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Electronic Records Management Electronic Records Management 
ToolsTools

Electronic Recordkeeping StandardsElectronic Recordkeeping Standards
–– DoDDoD 5015.25015.2--STDSTD

http://http://jitc.fhu.disa.mil/recmgtjitc.fhu.disa.mil/recmgt//
Criteria for electronic recordkeeping systems for all Criteria for electronic recordkeeping systems for all 
Defense Department agenciesDefense Department agencies
Adopted by NARA as a standard for all federal Adopted by NARA as a standard for all federal 
agenciesagencies
Lists all compliant systems and the test criteriaLists all compliant systems and the test criteria
Version 3 released April 2007Version 3 released April 2007
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US DOD 5015.2 STD version 3US DOD 5015.2 STD version 3
(1) (1) General InformationGeneral Information. . 
(2) (2) Mandatory Mandatory –– filing,efiling,e--mail, storing,  mail, storing,  
scheduling, retrieving,transfer, access &scheduling, retrieving,transfer, access &
destruction.destruction.
(3) (3) Management of Classified Records Management of Classified Records ––

OptionalOptional
(4) (4) Managing Records for the Privacy Act and Managing Records for the Privacy Act and 

the Freedom of Information Actthe Freedom of Information Act
(5) (5) NonNon--mandatory mandatory –– graphical user interface, graphical user interface, 

documentation, hardware environment. documentation, hardware environment. 
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Electronic Records Management Electronic Records Management 
ToolsTools

Document Management Document Management 
SystemsSystems
–– Document RepositoryDocument Repository
–– Allows users to create, Allows users to create, 

edit, deleteedit, delete
–– Search & RetrievalSearch & Retrieval
–– Audit TrailsAudit Trails
–– Access ControlsAccess Controls

Electronic Electronic 
Recordkeeping Recordkeeping 
SystemsSystems
–– Declare a document a Declare a document a 

recordrecord
–– Applies Retention Applies Retention 

ScheduleSchedule
–– Prevents alteration or Prevents alteration or 

deletiondeletion
–– Maintains contextual Maintains contextual 

informationinformation
–– Access ControlsAccess Controls
–– Tracks Electronic & Tracks Electronic & 

Paper RecordsPaper Records



Disposing of DataDisposing of Data
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Why Destroy Records?Why Destroy Records?

Destroying Records When Destroying Records When AuthorizedAuthorized
–– Keeps Files from getting clutteredKeeps Files from getting cluttered
–– Frees up space in the officeFrees up space in the office

Destroying Records Destroying Records SystematicallySystematically
–– Gives you the legal authority to dispose of recordsGives you the legal authority to dispose of records
–– Shows that you have an active records management Shows that you have an active records management 

program in placeprogram in place

Destroying Records in a Destroying Records in a Timely mannerTimely manner
–– Reduces Legal LiabilityReduces Legal Liability
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Guidelines for Document DestructionGuidelines for Document Destruction

Destruction periods are determined from Destruction periods are determined from 
the records retention schedule.the records retention schedule.
Records eligible for destruction should be Records eligible for destruction should be 
carefully reviewed.carefully reviewed.
–– One copy must be designated as the One copy must be designated as the ““record record 

copycopy”” to meet retention requirements.to meet retention requirements.
–– One person should signOne person should sign--off on destructionoff on destruction
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Guidelines for Document Destruction Guidelines for Document Destruction --
continuedcontinued

Destruction policy should be documented Destruction policy should be documented 
and completed systematically.and completed systematically.
–– Keep documentation of destructionKeep documentation of destruction
–– Have regular destruction datesHave regular destruction dates

End of calendar/fiscal yearEnd of calendar/fiscal year
End of auditEnd of audit
Conclusion of projectsConclusion of projects

Employees must be trained on the Employees must be trained on the 
procedures/policies!procedures/policies!



““Hitting Delete DoesnHitting Delete Doesn’’t t 
Always Mean DeleteAlways Mean Delete””

Disposing of Electronic Disposing of Electronic 
RecordsRecords
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Disposing of Electronic RecordsDisposing of Electronic Records

Must have policies to control copiesMust have policies to control copies
–– Printed and electronicPrinted and electronic
–– Official or Official or ““RecordRecord”” copycopy
–– Account for desktops and mobile devicesAccount for desktops and mobile devices
–– Remember backRemember back--up tapesup tapes
Importance of a central file repositoryImportance of a central file repository
Simply hitting Simply hitting ““DeleteDelete”” doesndoesn’’t remove t remove 
recordsrecords
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Methods for Deleting Electronic RecordsMethods for Deleting Electronic Records

Common utility programsCommon utility programs
–– Relatively cheap and easy to useRelatively cheap and easy to use

Reformat Reformat -- ““EraseErase””

Remove drivesRemove drives

Physically destroyPhysically destroy
–– Only sure way of deleting informationOnly sure way of deleting information

Remember backRemember back--up tapes!up tapes!
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SUSPENSION OF DESTRUCTIONSUSPENSION OF DESTRUCTION

DESTRUCTION OF DESTRUCTION OF 
RECORDS MUST RECORDS MUST 
BE SUSPENDED BE SUSPENDED 
IN CASE OF IN CASE OF 
LITIGATION,LITIGATION,
PENDING PENDING 
LITIGATION,LITIGATION, OR OR 
AUDITAUDIT



Questions?Questions?
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Special Topics in Electronic Special Topics in Electronic 
RecordsRecords



Digital ImagingDigital Imaging
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Authority to DigitizeAuthority to Digitize

KRS 171.660 allows agencies to:KRS 171.660 allows agencies to:
–– ““reproduce and preserve . . . any records or reproduce and preserve . . . any records or 

papers by photographic, papers by photographic, microphotographicmicrophotographic, , 
nonerasablenonerasable optical imageoptical image, or other process, or other process””
which: which: 

accurately reproduces the original records, accurately reproduces the original records, 
forms a durable medium, and forms a durable medium, and 
which is performed in accordance with rules and which is performed in accordance with rules and 
regulations promulgated by KDLAregulations promulgated by KDLA
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Digital ImagingDigital Imaging
AdvantagesAdvantages

Storage CapacityStorage Capacity
Rapid RetrievalRapid Retrieval
IndexingIndexing
Immediate RecordingImmediate Recording
Multiple Access Multiple Access 
pointspoints
–– InternalInternal
–– ExternalExternal

DisadvantagesDisadvantages
High CostHigh Cost
–– EquipmentEquipment
–– Backfile ConversionBackfile Conversion
–– MaintenanceMaintenance
–– MigrationMigration

Vendor ResponsibilityVendor Responsibility
Not an Archival Not an Archival 
MediumMedium
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Digital Imaging System Digital Imaging System 
PlanningPlanning

Conduct a needs assessment:Conduct a needs assessment:
Workflow:Workflow:
–– Frequency of useFrequency of use
–– Multiple points of accessMultiple points of access

Cost/Benefit AnalysisCost/Benefit Analysis
–– Hardware/SoftwareHardware/Software
–– TrainingTraining
–– Maintenance & UpgradesMaintenance & Upgrades

Retention period considerationsRetention period considerations
–– less then ten yearsless then ten years
–– greater than ten yearsgreater than ten years
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Digital Imaging System Digital Imaging System 
PlanningPlanning

Open Systems ArchitectureOpen Systems Architecture
–– Hardware should be Hardware should be interchangeableinterchangeable

not reliant on a single brand or vendornot reliant on a single brand or vendor
Use standardUse standard--based system componentsbased system components

–– System should be System should be ScaleableScaleable
Allows for upgrade and growth with minimal Allows for upgrade and growth with minimal 
disruptiondisruption

–– Software should be Software should be portableportable
Should work on multiple types of hardwareShould work on multiple types of hardware
Software should allow for Software should allow for import/exportimport/export to other to other 
softwaresoftware
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Digital Imaging System Digital Imaging System 
PlanningPlanning

Image RequirementsImage Requirements
–– Use nonUse non--proprietary, standard image formatsproprietary, standard image formats

Tagged Image File Format (TIFF, .Tagged Image File Format (TIFF, .tiftif))
Portable Document Format (PDF, .Portable Document Format (PDF, .pdfpdf))

–– Scanning ResolutionScanning Resolution
Resolution requirements appropriate for accurate Resolution requirements appropriate for accurate 
capture of the originalcapture of the original

–– 300 dpi (dots per inch) 300 dpi (dots per inch) –– Black & White TextBlack & White Text
–– 600 dpi 600 dpi –– Color, drawings, maps, documents with Color, drawings, maps, documents with 

background detailbackground detail
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Digital Imaging System Digital Imaging System 
PlanningPlanning

Image Requirements (continued)Image Requirements (continued)
–– Compression Compression –– method used to method used to ““shrinkshrink””

image so they occupy less space and can be image so they occupy less space and can be 
handled quickerhandled quicker

LossyLossy –– removes parts of the image the human removes parts of the image the human 
cancan’’t see.  Problems occur if resizing the image t see.  Problems occur if resizing the image 
multiple times.multiple times.
Lossless Lossless –– retains all of the data allowing the retains all of the data allowing the 
image to be resized.image to be resized.
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Digital Imaging System Digital Imaging System 
PlanningPlanning

Image Requirements (continued)Image Requirements (continued)
–– Why compress?Why compress?

220 KB220 KB105 KB105 KB50K50KCompressed usingCompressed using
CCIT Group 4CCIT Group 4

2 MB2 MB1.05 MB1.05 MB500 KB500 KBUncompressedUncompressed
400 dpi400 dpi300 dpi300 dpi200 dpi200 dpiCompressionCompression
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Digital Imaging System Digital Imaging System 
PlanningPlanning

Set up appropriate storage environmentSet up appropriate storage environment
–– Should be secureShould be secure

Allow for monitored or controlled accessAllow for monitored or controlled access

–– Store images on a central server or hardStore images on a central server or hard--drivedrive
Could use nonCould use non--rewritable optical disks (WORM)rewritable optical disks (WORM)

–– Do not use removable mediaDo not use removable media
CD, DVDCD, DVD

–– Allow for growth and expansionAllow for growth and expansion
–– All systems should be backed up on regular All systems should be backed up on regular 

schedule with some copies stored offschedule with some copies stored off--site.site.
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Digital Imaging System Digital Imaging System 
PlanningPlanning

When choosing a Vendor When choosing a Vendor 
–– Reliable with good track recordReliable with good track record

Local agencies can use the state priceLocal agencies can use the state price--contract listcontract list

–– Make sure vendors meet your needs Make sure vendors meet your needs –– dondon’’t t 
meet theirsmeet theirs

–– Determine Vendor responsibilitiesDetermine Vendor responsibilities
Maintenance & Technical SupportMaintenance & Technical Support
System Upgrades & ExpansionSystem Upgrades & Expansion
TrainingTraining

–– You (state/county) maintain control of imagesYou (state/county) maintain control of images



Issues in EIssues in E--Mail Management Mail Management 
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EE--MailMail

Some consider email to be the most legally Some consider email to be the most legally 
risky form of business communicationrisky form of business communication
–– users assume, users assume, incorrectlyincorrectly, that their , that their 

messages are private messages are private 
–– email encourages email encourages ““chattychatty”” modes of modes of 

expression as opposed to more formal, expression as opposed to more formal, 
business like communication business like communication 

–– can be can be very difficultvery difficult to get rid ofto get rid of
–– can result in it being a can result in it being a legal liabilitylegal liability
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Anatomy of an Email MessageAnatomy of an Email Message

Armstrong v. Executive Office of the 
President, 1 F.3d 1274 (D.C.Cir., 1993)

Public Citizen v. Carlin, 184 F.3d 900 
(D.C.Cir., 1999)
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Taken from the

Guidelines for 
Managing Email in 
KY Government

Located on the KDLA 
website at:

http://www.kdla.ky.gov

Is it 
Agency 

Business?

E-mail
is

Received

If “No”
Non-Business Related 
Messages M0050
Examples:
Personal messages
“Spam”
Unsolicited messages

If 
“Yes”

Delete
When no 
Longer 
Needed

Determine Category of Record

1. Informational 
& 

Reference
M0018

Examples:
Listserv messages
Notes to co-workers
General 
Announcements

3. Permanent
Record

Examples:
Official 
Correspondence
M0001
Meeting Minutes
M0008
Annual Reports
M0022

File 
and Delete 

According to 
Retention 

Period from 
Schedule

Delete 
as soon 

as 
possible 

2. Temporary 
Record

Examples:
General 
Correspondence
M0002 – (Retain 2 
yrs)
Activity Reports 
M0029 – (Retain 2 
yrs.)

File in Agency 
Permanent 

Retention File
Or

Print to Hard Copy 
and File
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NonNon--business related emailbusiness related email
Personal Personal 
MessagesMessages
–– Needs to be a Needs to be a 

balance between balance between 
use and abuse use and abuse 

–– Could create riskCould create risk
VirusesViruses
Legal liabilityLegal liability
EmbarrassmentEmbarrassment

SpamSpam
–– ProblemsProblems

VolumeVolume
OffensiveOffensive
VirusesViruses

Unsolicited EUnsolicited E--mailmail
–– A type of spamA type of spam
–– Unwanted eUnwanted e--mail that is mail that is 

work relatedwork related
Advertising from vendorsAdvertising from vendors
NonNon--work related ework related e--mail mail 
from cofrom co--workersworkers

–– JokesJokes
–– News articlesNews articles
–– General (Not work General (Not work 

related) Announcementsrelated) Announcements
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Retaining email messagesRetaining email messages
Everyone has email client and Everyone has email client and 
capabilitiescapabilities
Everyone knows how to Everyone knows how to 
create messagescreate messages
Everyone can forward Everyone can forward 
messagesmessages
–– To anyone or everyoneTo anyone or everyone
But do they know how SAVE a message But do they know how SAVE a message 
properly?properly?

85



7/13/20117/13/2011 8686

Retaining Email messagesRetaining Email messages

Move messages out of Move messages out of ““InIn--BoxBox””
Store messages in a secure locationStore messages in a secure location
–– If in on LAN If in on LAN –– store on shared drivestore on shared drive
–– If on a PC If on a PC –– make sure files are backed up make sure files are backed up 

and secureand secure
If using an ISP or webIf using an ISP or web--based email store based email store 
messages on local server or hard drivemessages on local server or hard drive
If retaining in paper If retaining in paper –– Delete the electronic Delete the electronic 
copy!!!copy!!!
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Sample Filing Structure for ESample Filing Structure for E--mailmail

NONNON--RECORD MESSAGESRECORD MESSAGES –– Delete at will Delete at will 

Personal MessagesPersonal Messages

““SpamSpam””/ Unsolicited e/ Unsolicited e--mailmail

INFORMATIONAL AND REFERENCE MATERIALINFORMATIONAL AND REFERENCE MATERIAL –– (M0018) Delete when no longer useful.(M0018) Delete when no longer useful.
DraftsDrafts –– Publications, Reports, MemosPublications, Reports, Memos
Listserv MessagesListserv Messages

______________________________________________________________________________________________________________________________________________________________________________________________

TEMPORARY MESSAGESTEMPORARY MESSAGES –– Delete per Retention ScheduleDelete per Retention Schedule
General Correspondence  General Correspondence  (M0002 (M0002 –– delete after 2 years)delete after 2 years)

Project 1 Project 1 
Project 2Project 2
Person A (Supervisor)Person A (Supervisor)
Person B  (CoPerson B  (Co--worker)worker)

Activity ReportsActivity Reports (M0029 (M0029 –– delete after 3 years)delete after 3 years)
Year #Year #

Jan, Feb, etc.Jan, Feb, etc.
PERMANENT MESSAGESPERMANENT MESSAGES –– (As defined by retention schedules*  Check with agency records (As defined by retention schedules*  Check with agency records officer officer 

for appropriate filing procedures.)for appropriate filing procedures.)
Official CorrespondenceOfficial Correspondence (M0001 (M0001 –– usually from agency or division head)usually from agency or division head)

Project AProject A
Project BProject B

Annual or Summary ReportsAnnual or Summary Reports (M0022)(M0022)
Policies and ProceduresPolicies and Procedures (M0003)(M0003)
Meeting MinutesMeeting Minutes (M0008)(M0008)
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Retaining email Retaining email 

Email management is a Email management is a training training 
problem,problem, not a technological not a technological 
problem.problem.
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EE--mail Policymail Policy
Guidelines for acceptable use:Guidelines for acceptable use:
–– Personal Personal vsvs Business (Use Business (Use vsvs Abuse)Abuse)

Follow retention periods for the recordsFollow retention periods for the records
–– Delete messages when retention periods expireDelete messages when retention periods expire

Determine how messages will be retainedDetermine how messages will be retained
–– Print & FilePrint & File –– Must make sure all information is Must make sure all information is 

printedprinted
–– ElectronicallyElectronically –– In central file repository like other In central file repository like other 

electronic records.electronic records.
Delete messages that are not business relatedDelete messages that are not business related
Make sure all employees know and understand Make sure all employees know and understand 
the policythe policy
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EE--mail Policy (Continued)mail Policy (Continued)

Make sure all employees know how to use Make sure all employees know how to use 
ee--mailmail
–– Training in how to use the email systemTraining in how to use the email system

FoldersFolders
Where to store their emailWhere to store their email
Filters/RulesFilters/Rules

–– Training in how use emailTraining in how use email
DonDon’’t send sensitive/confidential emailt send sensitive/confidential email
Restrict personal/casual emailRestrict personal/casual email
Control of copiesControl of copies
Email etiquette Email etiquette 



Tips for better email Tips for better email 
managementmanagement
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Send less email!Send less email!
CC: and BCC: CC: and BCC: 
–– Often overusedOften overused
–– BCC: has regulatory issues as wellBCC: has regulatory issues as well
Check addresseesCheck addressees
–– DonDon’’t send messages intended for t send messages intended for 

mark.myers@ky.gov to mark.myers@ky.gov to 
mark.myers@yahoo.commark.myers@yahoo.com

92
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Trim the BACNTrim the BACN

CC: and BCC: againCC: and BCC: again
A note about A note about bacnbacn
–– Redirect it to Redirect it to 

foldersfolders
–– Redirect it to Redirect it to 

personal accountspersonal accounts
–– Just get rid of itJust get rid of it

93
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4. Set up rules and filters4. Set up rules and filters

Set up rules to direct Set up rules to direct 
messages into foldersmessages into folders
–– BacnBacn
–– Important messagesImportant messages
Set up filters to forward Set up filters to forward 
or block messagesor block messages
Use AutoUse Auto--Archive feature Archive feature 
(MS Outlook)(MS Outlook)

94
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Send good messagesSend good messages

Keep messages to one topicKeep messages to one topic
Use appropriate subject lineUse appropriate subject line
–– And change it when the subject doesAnd change it when the subject does
These make it easier to follow These make it easier to follow 
conversations and find messages laterconversations and find messages later
DonDon’’t mix business and pleasure.t mix business and pleasure.

95
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AttachmentsAttachments
Send them only to recipients who really Send them only to recipients who really 
need themneed them
–– Consider file size and formatsConsider file size and formats
DonDon’’t send them at allt send them at all
–– Send hyperlinks insteadSend hyperlinks instead
–– Very effective when Very effective when 

the organization shiftsthe organization shifts
to links vs. attachmentsto links vs. attachments

DonDon’’t use the email app as a file cabinett use the email app as a file cabinet
96
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Update Email PolicyUpdate Email Policy

Email messages may be recordsEmail messages may be records
–– Email is Email is notnot a record or records series!a record or records series!
Manage based on Manage based on 
content, not based content, not based 
on transmission on transmission 
mechanismmechanism
Check the cord! (blackberries, handCheck the cord! (blackberries, hand--held held 
devices, mobile computing)devices, mobile computing)

97
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Use the right tool for the jobUse the right tool for the job

Email is not always the right toolEmail is not always the right tool
–– Mass updates and announcementsMass updates and announcements
–– CollaborationCollaboration
–– Public communicationsPublic communications
Select the right toolSelect the right tool
–– Blogs, wikis, instant Blogs, wikis, instant 

messagingmessaging
–– Phone and facePhone and face--toto--face!face!

98
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Email GuidelinesEmail Guidelines

Guidelines for Managing Email in KY Guidelines for Managing Email in KY 
GovernmentGovernment

http://http://www.kdla.ky.gov/recmanagement/tutorial/email.htmwww.kdla.ky.gov/recmanagement/tutorial/email.htm

ARMA (ARMA (arma.orgarma.org))
–– Email RulesEmail Rules
–– Guideline for Managing EmailGuideline for Managing Email
–– Instant Messaging RulesInstant Messaging Rules
–– EE--Discovery guidesDiscovery guides



Questions?Questions?



Managing WebManaging Web--based based 
RecordsRecords
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Why worry about Web Records?Why worry about Web Records?

Use of websites is expanding.Use of websites is expanding.
Websites are being used increasingly to Websites are being used increasingly to 
display and create official records.display and create official records.
Interactive and dynamic content will make Interactive and dynamic content will make 
longlong--term retention more of a problem.term retention more of a problem.
The management of these records should be The management of these records should be 
governed by retention schedulesgoverned by retention schedules
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Records found on websitesRecords found on websites
General InformationGeneral Information
Publications, Press Releases, Images, Publications, Press Releases, Images, 
““DocumentsDocuments””
–– Original or duplicate copy?Original or duplicate copy?
Transactional records Transactional records -- ““EE--BusinessBusiness””
DatabasesDatabases
Communication Communication –– with constituents?with constituents?
Is the website itself a record?Is the website itself a record?
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Web 1.0Web 1.0 Web 2.0Web 2.0
19941994--2004ish2004ish
Little or no Little or no 
interactivityinteractivity
Users had to return Users had to return 
to site to look for to site to look for 
new contentnew content
Little use of media Little use of media 
(audio, video, image (audio, video, image 
files)files)
Applications run Applications run 
from your PCfrom your PC
Web publishers Web publishers 
produce and control produce and control 
contentcontent

2004ish2004ish--nownow
Interactivity is the normInteractivity is the norm
Users can have content Users can have content 
““pushedpushed”” out to them out to them 
Lots of use of audio, Lots of use of audio, 
video, images filesvideo, images files
Applications run on the Applications run on the 
Web (Gmail, etc.), data Web (Gmail, etc.), data 
& apps in & apps in ““the cloudthe cloud””
Audience produces and Audience produces and 
controls content controls content 
(sharing, sharing, (sharing, sharing, 
sharing)sharing)
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Managing WebManaging Web--Based Based 
RecordsRecords

Analyze web site Analyze web site 
–– Identify records on siteIdentify records on site
–– Risk Assessment of siteRisk Assessment of site
Check schedules for retention periodCheck schedules for retention period
Determine best format for retention and Determine best format for retention and 
capturecapture
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Assessing RiskAssessing Risk
Factors to consider:Factors to consider:

Public visibility of the sitePublic visibility of the site
Purpose of the web sitePurpose of the web site
–– To convey informationTo convey information
–– To collect informationTo collect information
–– To conduct business (eTo conduct business (e--government)government)
Complexity of the web siteComplexity of the web site
Frequency and regularity of content Frequency and regularity of content 
changechange
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What makes a highWhat makes a high--risk Web site?risk Web site?

There is high public interest in the Web There is high public interest in the Web 
sitesite
There is high litigation potential or There is high litigation potential or 
financial riskfinancial risk
The Web site is used for missionThe Web site is used for mission--critical critical 
applicationsapplications
Records are not captured elsewhere in Records are not captured elsewhere in 
agency recordkeeping systemsagency recordkeeping systems



7/13/20117/13/2011 108108

Other Risk FactorsOther Risk Factors
Exposure to online attacksExposure to online attacks
–– Protecting dataProtecting data
–– Protecting users Protecting users –– Your site becomes a weaponYour site becomes a weapon

Timeliness or Inaccuracy of dataTimeliness or Inaccuracy of data
Loss of control of informationLoss of control of information
Comments Comments –– ““Letting the public speakLetting the public speak””
–– Inflammatory, Obscene, or just make no senseInflammatory, Obscene, or just make no sense
–– Responding to commentsResponding to comments
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The biggest The biggest problem(sproblem(s) . . .) . . .
Personal Personal vsvs Public Public 
–– When are you not a public official?When are you not a public official?
Think about who your Think about who your ““friendsfriends”” areare
–– WhoWho’’s linked to you?s linked to you?
–– Who are you linked to?Who are you linked to?
Engaging in the debateEngaging in the debate
–– Be careful what you sayBe careful what you say
–– Keep it professionalKeep it professional
Can you Can you ““playplay”” at workat work
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Web 2.0 tools/sitesWeb 2.0 tools/sites
RSS RSS –– Really Simple SyndicationReally Simple Syndication
BlogsBlogs
MicroblogsMicroblogs -- TwitterTwitter
Podcasts (video and audio)Podcasts (video and audio)
Image sharing sites Image sharing sites -- FlickrFlickr
Video sharing sites Video sharing sites -- YouTubeYouTube
WikisWikis
Social Networking sites Social Networking sites –– Facebook, My SpaceFacebook, My Space
Advanced: Social bookmarking, widgets, Advanced: Social bookmarking, widgets, 
""mashupsmashups," Second Life," Second Life
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Before using Web 2.0 toolsBefore using Web 2.0 tools
Who is the media meant to reach?Who is the media meant to reach?
–– Internal Internal vsvs ExternalExternal

What is the agency attempting to communicate?What is the agency attempting to communicate?
–– Is this the right tool?Is this the right tool?

Who is responsible for managing the agencyWho is responsible for managing the agency’’s account?s account?
–– Will this person/people represent the agency appropriately? Will this person/people represent the agency appropriately? 

–– Have they been properly trained in the use of social media?Have they been properly trained in the use of social media?
What are the agencyWhat are the agency’’s responsibilities regarding collection s responsibilities regarding collection 
and records retention including preservation of social media and records retention including preservation of social media 
content?content?
–– Are these records on the records retention schedule? Are these records on the records retention schedule? 

Review the TOS (terms of service)Review the TOS (terms of service)
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Develop  Social Networking PolicyDevelop  Social Networking Policy
Define scopeDefine scope
–– How are you going to use the mediaHow are you going to use the media

Acceptable useAcceptable use
–– Personal Personal vsvs ProfessionalProfessional
–– Employees need to know the boundariesEmployees need to know the boundaries

Clear IdentityClear Identity
–– This is a government siteThis is a government site
–– Company Company vsvs IndividualIndividual

Terms of ServiceTerms of Service (TOS) (TOS) –– Who controls the recordsWho controls the records
–– Records belong to the government Records belong to the government 
–– Read the contract!!Read the contract!!

Content/Nature of PostsContent/Nature of Posts
–– Who is allowed to post contentWho is allowed to post content
–– Clear procedures for putting content onlineClear procedures for putting content online
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Social Networking PolicySocial Networking Policy

CommentsComments
–– Need to make public aware that their post/comments Need to make public aware that their post/comments 

may become part of public recordmay become part of public record
–– Employees need to know same thingEmployees need to know same thing

Route public to Route public to ““officialofficial”” lines of lines of 
communicationcommunication
–– Point everything back to agency websitePoint everything back to agency website
–– Respond to comments/posts via phone or official Respond to comments/posts via phone or official 

emailemail
–– Be very careful of people requesting informationBe very careful of people requesting information

If you donIf you don’’t have personnel to monitor t have personnel to monitor 
posts/comments turn them off (if possible).posts/comments turn them off (if possible).
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Social Networking PolicySocial Networking Policy

Other issues to consider:Other issues to consider:
DonDon’’t post confidential informationt post confidential information
Have clear policy for Have clear policy for removing removing 
posts/commentsposts/comments
Put someone in chargePut someone in charge
Follow the retention schedulesFollow the retention schedules
–– If you have question, contact KDLAIf you have question, contact KDLA



Electronic Records Electronic Records 
PreservationPreservation
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Preservation ChallengesPreservation Challenges

Unlike paper Unlike paper 
records, digital records, digital 
records do not records do not 
survive by survive by 
accidentaccident

Technical 
obsolescence

Hardware, 
software, 
media

Media 
Deterioration
Magnetic,
Optical,

Technological 
Dependency
Hardware, 
software, etc.
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TerminologyTerminology
ShortShort--term records (0term records (0--5 years)5 years)
–– Highly active Highly active –– onon--line storageline storage
–– ““NormalNormal”” management issuesmanagement issues
–– Possible application version upgradePossible application version upgrade

MidMid--term records (5term records (5--10 years)10 years)
–– Less active Less active –– NearNear--line/Offline/Off--line storageline storage
–– Multiple version control issuesMultiple version control issues
–– System upgradesSystem upgrades
–– Possible hardware/software migrationPossible hardware/software migration

LongLong--term records (10+ years)term records (10+ years)
–– Least active Least active –– OffOff--line storageline storage
–– Migration/conversion likelyMigration/conversion likely
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Media Life Expectancy (Physical)Media Life Expectancy (Physical)

ExamplesExamples
–– Paper = 100+ yearsPaper = 100+ years
–– Microfilm = 500 yearsMicrofilm = 500 years
–– Computer diskette = 2 Computer diskette = 2 -- 5 years5 years
–– DLT = 10 DLT = 10 -- 30 years30 years
–– CDCD--ROM = 5 ROM = 5 -- 50 years50 years
–– MagnetoMagneto--optical = 5 optical = 5 -- 100 years100 years

Depends on:
Environment
Handling
Media quality
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Media Life Expectancy (Actual)Media Life Expectancy (Actual)

HardwareHardware
ComputerComputer
Disk DriveDisk Drive

CDCD

SoftwareSoftware
Operating SystemOperating System

DriverDriver
ApplicationApplication

To read a CD-ROM  you need:
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Domesday Book – 1086 CE

BBC Micro Computer

Technological Obsolescence
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LongLong--term Preservation term Preservation 
ConcernsConcerns

Ability to generate in futureAbility to generate in future

Content, context, structureContent, context, structure

FunctionalityFunctionality

SecuritySecurity



7/13/20117/13/2011 122122

Considerations for PreservationConsiderations for Preservation

Perfect translationPerfect translation

AccessibleAccessible

Low costLow cost

Maintain functionalityMaintain functionality

ExtensibleExtensible

Not labor intensive Not labor intensive 

UniformUniform
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Before You Get StartedBefore You Get Started

Follow appropriate retention Follow appropriate retention schedule(sschedule(s))
–– Weed recordsWeed records

–– Dispose of obsolete recordsDispose of obsolete records

Determine whether to store electronicallyDetermine whether to store electronically
–– Do you need to retain the functionality?Do you need to retain the functionality?

–– Do you have the resources? Do you have the resources? 

Select the appropriate preservation strategy Select the appropriate preservation strategy 
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LongLong--Term Preservation Term Preservation 
Strategies Strategies 

Conversion to hardcopyConversion to hardcopy

Standard formatsStandard formats

MigrationMigration

EmulationEmulation
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LongLong--Term Preservation Term Preservation 
Strategies:  Convert to HardcopyStrategies:  Convert to Hardcopy

Solution whenSolution when
–– All necessary metadata is All necessary metadata is 

capturedcaptured
–– No need to maintain functionality No need to maintain functionality 

of systemof system
–– Frequency of use goes down as Frequency of use goes down as 

time goes on time goes on 

ExamplesExamples
–– Print electronic data to paper Print electronic data to paper 
–– Digital to MicrofilmDigital to Microfilm
–– Rosetta diskRosetta disk

Best for 
“unstructured,”
text-based data:
Word files
Imaged paper
Digital Photos



7/13/20117/13/2011 126126

LongLong--Term Preservation Strategies:  Term Preservation Strategies:  
Standard (Sustainable) FormatsStandard (Sustainable) Formats

Formats expected not to change, Formats expected not to change, 
or change slowlyor change slowly
Widely supported & usedWidely supported & used
Easily TransferableEasily Transferable
–– Compatible with other applicationsCompatible with other applications
–– Forward/Backward CompatibilityForward/Backward Compatibility
–– Version ControlVersion Control

NonNon--proprietary / open sourceproprietary / open source

Types of 
Standards
- Enterprise   
Architecture 

- National/
International          
Standards 

(ANSI, 
ISO)

- Industry 
Standards

- “De facto”
Standards
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Standard Formats Standard Formats -- ExampleExample
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Sustainability Factors for Digital Sustainability Factors for Digital 
Formats Formats –– Library of CongressLibrary of Congress
1. 1. Disclosure.Disclosure. Degree to which complete specifications and tools for validatinDegree to which complete specifications and tools for validating g 
technical integrity exist and are accessible to those creating atechnical integrity exist and are accessible to those creating and sustaining digital nd sustaining digital 
content. A spectrum of disclosure levels can be observed for digcontent. A spectrum of disclosure levels can be observed for digital formats.ital formats. What is What is 
most significant is not approval by a recognized standards body,most significant is not approval by a recognized standards body, but the existence of but the existence of 
complete documentation. complete documentation. 
2. 2. Adoption.Adoption. Degree to which the format is already used by the primary creatDegree to which the format is already used by the primary creators, ors, 
disseminators, or users of information resources.disseminators, or users of information resources.
3. 3. Transparency.Transparency. Degree to which the digital representation is open to direct Degree to which the digital representation is open to direct 
analysis with basic tools, such as human readability using a texanalysis with basic tools, such as human readability using a textt--only editor.only editor.
4. 4. SelfSelf--documentationdocumentation.. SelfSelf--documenting digital objects contain basic descriptive, documenting digital objects contain basic descriptive, 
technical, and other administrative metadata. technical, and other administrative metadata. 
5. 5. External Dependencies.External Dependencies. Degree to which a particular format depends on Degree to which a particular format depends on 
particular hardware, operating system, or software for renderingparticular hardware, operating system, or software for rendering or use and the or use and the 
predicted complexity of dealing with those dependencies in futurpredicted complexity of dealing with those dependencies in future technical e technical 
environments. environments. 
6. 6. Impact of Patents.Impact of Patents. Degree to which the ability of archival institutions to sustainDegree to which the ability of archival institutions to sustain
content in a format will be inhibited by patents. content in a format will be inhibited by patents. 
7. 7. Technical Protection MechanismsTechnical Protection Mechanisms.. Implementation of mechanisms such as Implementation of mechanisms such as 
encryption that prevent the preservation of content by a trustedencryption that prevent the preservation of content by a trusted repository.repository.

http://www.digitalpreservation.gov/formats/sustain/sustain.shtml
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LongLong--Term Preservation Strategies:  Term Preservation Strategies:  
MigrationMigration

Periodic transfer of data to newer Periodic transfer of data to newer 
systemsystem
–– Before old system becomes obsoleteBefore old system becomes obsolete
–– Not refreshing (transfer of data to new media)Not refreshing (transfer of data to new media)
Can do itemCan do item--byby--item migrationitem migration
Or programmed mass migrationOr programmed mass migration
Problems:Problems:
–– Often expensiveOften expensive
–– Often timeOften time--consuming & laborconsuming & labor--intensiveintensive
–– Some information loss may occurSome information loss may occur
–– Must institute timeMust institute time--consuming quality controlconsuming quality control
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LongLong--Term Preservation Term Preservation 
Strategies:  EmulationStrategies:  Emulation

Allows one technology to imitate anotherAllows one technology to imitate another

–– By using new hardware and softwareBy using new hardware and software

–– Data is stored in original file formatData is stored in original file format

Complicated and potentially expensiveComplicated and potentially expensive

Experimental:  Needs further investigationExperimental:  Needs further investigation
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Emulation ExamplesEmulation Examples
Online game emulatorsOnline game emulators
–– Allow people to play obsolete video gamesAllow people to play obsolete video games
–– MAME supports a number of old platformsMAME supports a number of old platforms

Upward compatibilityUpward compatibility
–– Allows reading of older files in newer software (Word Allows reading of older files in newer software (Word 

97 files read in Word XP)97 files read in Word XP)
–– Usually lasts only a few software generationsUsually lasts only a few software generations

Macintosh Windows emulationMacintosh Windows emulation
–– Allows use of Windows programs on a MacintoshAllows use of Windows programs on a Macintosh
–– Must be rewritten for each new versionMust be rewritten for each new version
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Emulation Example: DOS Using Windows Emulation Example: DOS Using Windows 
XPXP
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Evaluate Preservation StrategiesEvaluate Preservation Strategies

Cost effectivenessCost effectiveness

AccessibilityAccessibility

Necessary functionalityNecessary functionality

Newness of strategyNewness of strategy
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Disaster Preparedness & Disaster Preparedness & 
RecoveryRecovery

That is the That is the 
Vital Vital 

Question!Question!

Are you Are you 
ready?ready?
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For any loss of service:For any loss of service:
DramaticDramatic
–– DisasterDisaster
–– Power failurePower failure
–– Virus or AttackVirus or Attack
MundaneMundane
–– CrashesCrashes
–– System FailuresSystem Failures

Electronic RecordsElectronic Records
Disaster/Recovery PlanDisaster/Recovery Plan
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Electronic RecordsElectronic Records
Disaster/Recovery PlanDisaster/Recovery Plan

Firewalls and Network SecurityFirewalls and Network Security
–– Make sure software is up to dateMake sure software is up to date

Regular updates & patchesRegular updates & patches
Test before installing on entire networkTest before installing on entire network

–– Password protect all PCPassword protect all PC’’ss
Train employees in proper use of passwordsTrain employees in proper use of passwords
Require logRequire log--ins and registrationins and registration

Install AntiInstall Anti--virus softwarevirus software
–– Keep it updated!!Keep it updated!!
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Electronic RecordsElectronic Records
Disaster/Recovery PlanDisaster/Recovery Plan

BackBack--up all electronic systemsup all electronic systems
–– Store backStore back--ups offups off--sitesite
Mirrored sitesMirrored sites
–– Complete duplication of site that takes over Complete duplication of site that takes over 

when one site goes down.when one site goes down.
Have documentation of everythingHave documentation of everything
–– Hardware/Software documentationHardware/Software documentation
–– Policies and ProceduresPolicies and Procedures
–– Inventory of records in systemInventory of records in system



Questions?Questions?



What WeWhat We’’ve Learnedve Learned

Advantages, Advantages, 
Disadvantages Disadvantages 

& & 
Lessons LearnedLessons Learned
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KDLA ApproachKDLA Approach

Communication/Collaboration is KeyCommunication/Collaboration is Key
–– State IT Dept.State IT Dept.
–– State/Local AgenciesState/Local Agencies
–– Other States/Federal GovOther States/Federal Gov

NHPRC NHPRC –– PAT ProjectPAT Project
NHPRC NHPRC –– hMailhMail ServerServer
NDIIP NDIIP –– GIS Records???GIS Records???
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AdvantagesAdvantages

Increased VisibilityIncreased Visibility
–– Increased access to resourcesIncreased access to resources
““Talking the TalkTalking the Talk””
Better understanding of issuesBetter understanding of issues
–– Determining the Determining the ““Business NeedBusiness Need””
–– Records as an AssetRecords as an Asset
–– Legal IssuesLegal Issues
Greater compliance (hopefully)Greater compliance (hopefully)
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DisadvantagesDisadvantages

The The ““Red TapeRed Tape”” got reddergot redder
Inherited each otherInherited each other’’s problemss problems
–– Animosity toward central control of ITAnimosity toward central control of IT
–– Legal issues Legal issues vsvs everything elseeverything else
–– Lost in the sea of issuesLost in the sea of issues
Too focused on State issues (over local Too focused on State issues (over local 
governments)governments)
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Best Advice Best Advice -- ““Just Do It!Just Do It!””
Figure out what you can do and work on it.Figure out what you can do and work on it.
–– Exploit your strengthsExploit your strengths

Micrographics/Digital ImagingMicrographics/Digital Imaging
PublicationsPublications

Partner with somebodyPartner with somebody
–– Collaborative projectsCollaborative projects
–– Join groups or committeesJoin groups or committees

Keep it simpleKeep it simple
–– DonDon’’t reinvent the wheelt reinvent the wheel
–– Look for practical/realistic solutionsLook for practical/realistic solutions

DonDon’’t be afraid to get dirty!t be afraid to get dirty!
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Best AdviceBest Advice

Change is here!Change is here!
–– Role of records managementRole of records management

Legal Legal vsvs IT IT vsvs Business use . . . Business use . . . 
Arthur Anderson, Enron, etc. Arthur Anderson, Enron, etc. 

–– Role of archivistsRole of archivists
Step into the lightStep into the light
Distributed custodyDistributed custody

–– VolumeVolume
–– FormatsFormats
–– AccessAccess



7/13/20117/13/2011 145145

Future of Electronic RecordsFuture of Electronic Records
Storage is cheep. . . Storage is cheep. . . 
Moving away from Moving away from ““computercomputer””
Mobile computing Mobile computing –– ““BlackberryBlackberry””
Web 2.0Web 2.0
–– BlogsBlogs
–– FlickrFlickr
–– You TubeYou Tube
–– FacebookFacebook
Obama and the future . . .Obama and the future . . .
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Questions?Questions?
KDLA web site:KDLA web site:
http://www.kdla.ky.govhttp://www.kdla.ky.gov

EE--mail:  mail:  
mark.myers@kmark.myers@ky.govy.gov

Phone:Phone:
(502)564(502)564--8300 Ext. 2448300 Ext. 244

Thank You!


